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Abstract

We address the problem of failure diagnosis in discrete
event systems with decentralized information. We pro-
pose a coordinated decentralized architecture consist-
ing of two local sites communicating with a coordinator
that is responsible for diagnosing the failures occurring
in the system. We extend the notion of diagnosabil-
ity, originally introduced in [1] for centralized systems,
to the proposed coordinated decentralized architecture.
We specify three protocols that realize the proposed
architecture. We analyze the diagnostic properties of
these protocol. The key features of the proposed proto-
cols are: (i) they achieve, each under a set of assump-
tions, the same diagnostic performance as the central-
ized diagnoser; and (ii) they highlight the performance
vs. complexity tradeo� that arises in coordinated de-
centralized architectures.

1 Introduction

Failure detection and isolation is an important task in
the automatic control of large complex systems, and
consequently, the problem of failure diagnosis has re-
ceived considerable attention in the literature. Many
schemes ranging from fault-tree and analytical redun-
dancy methods to discrete event system (DES) ap-
proaches [1, 2, 3, 4, 5], model based reasoning and ex-
pert systems methods, have been proposed to approach
this problem. For a brief description of these methods,
the interested reader is referred to [6] and the introduc-
tion of [1] and the references therein.

Almost all of the abovementioned approaches have
been developed for systems where the information used
for fault diagnosis is centralized. Only the method of
template monitoring [3] is cited to have the advantage
of being easily implemented in distributed control ar-
chitectures. Many systems are decentralized in nature,
for instance, the majority of technological complex sys-
tems (computer and communication networks, manu-
facturing and power systems, etc.) are information-
ally decentralized. In this paper, we investigate failure

diagnosis problems in DES under decentralized infor-
mation. We extend the notion of diagnosability, intro-
duced in [1] for centralized systems, to a coordinated
decentralized architecture consisting of two local sites
communicating with a coordinator that is responsible
for diagnosing the failures occurring in the system. We
present speci�c protocols that realize the architecture
under consideration. A protocol speci�es the diagnostic
information generated at the local sites, the communi-
cation rules used by the local sites, and the decision
rule employed by the coordinator. We present and dis-
cuss the diagnostic properties of the suggested proto-
cols. The on-line diagnostic process is carried out by
the diagnosers introduced in [1], or a slight variations
of these diagnosers. The key feature of the coordinated
decentralized protocols presented in this paper is that
(i) they achieve, each under a set of assumptions, the
same diagnostic performance as the centralized diag-
noser; and (ii) they highlight the performance vs. com-
plexity tradeo� that arises in coordinated decentralized
architectures.

2 Preliminaries

2.1 The system model

The system to be diagnosed is modeled as a determin-
istic FSM

G = (X;�; �; x0) (1)

where X is the state space, � is the set of events, �
is the partial transition function, and x0 is the initial
state of the system. The model G accounts for the
normal and failed behavior of the system. The behavior
of the system is described by the pre�x-closed language
L(G) generated by G. L(G) is a subset of ��, where ��

denotes the Kleene closure of the set �. In this paper
we will use the language L(G), or simply L, and the
system interchangeably.

The event set � is partitioned as � = �o [ �uo where
�o represents the set of observable events and �uo the
set of unobservable events.

Let �f � � denote the set of failure events which are



to be diagnosed. We assume, without loss of generality,
that �f � �uo. Our objective is to identify the occur-
rence, if any, of the failure events, given that in the
traces generated by the system, only the events in �o

are observed. In this regard, we partition the set of fail-
ure events into disjoint sets corresponding to di�erent
failure types

�f = �f1 [ �f2 [ : : : [�fj : (2)

Let �f denote this partition. Hereafter, when we write
a failure of type Fi has occurred, we will mean that
some event of the set �fi has occurred. We will write
s 2 	(�fi) to denote the fact that the last event of s
is a failure event of type Fi.

2.2 Diagnosability and diagnosers

A language is said to be diagnosable with respect to a
set of observable events and a failure partition if within
a �nite delay, the occurrence of any failure can be de-
tected using the history of observable events (we refer
the reader to [1] for the formal de�nition).

The diagnoser is a deterministic FSM built from the
system model G. This machine is at the core of the
diagnostic methodology of [1, 7, 8]. It is used to an-
alyze the diagnosability properties of G and to per-
form diagnostic when it observes on-line the behavior
of the system. We de�ne �rst the set of failure labels
�f = fF1; F2; : : : ; Fjg where j�f j = j, and the
complete set of possible labels � = fNg [ 2�f . Here
N is to be interpreted as meaning normal, while Fi,
i 2 f1; 2; : : : ; jg as meaning that a failure of type Fi
has occurred. De�ne Qo = 2Xo��, where

Xo = fx0g [ fx 2 X : x has an observable

event into itg:

The centralized diagnoser for G is the FSM

Gd = (Qd;�o; �d; q0) (3)

where Qd;�o; �d, and q0 have the usual interpretation
of state space, event set, transition function and initial
state. The initial state of the diagnoser is de�ned to
be f(x0; fNg)g. The transition function �d of the diag-
noser is constructed in a similar manner to the transi-
tion function of an observer of G, with an additional as-
pect that includes attaching failure labels to the states
and propagating these labels from state to state. For
more information about the construction of the diag-
noser, the reader is referred to [1]. The state space Qd

is the resulting subset of Qo composed of the states of
the diagnoser that are reachable from q0 under �d. A
state qd ofGd is of the form qd = f(x1; l1); : : : ; (xn; ln)g,
where xi 2 Xo and li 2 �.

We say that the diagnoser Gd has an Fi-indeterminate
cycle if there exist two traces s1 and s2 of arbitrarily

long length in L(G), such that they both have the same
observable projection, and s1 contains a failure event
from the set �fi, while s2 does not.

3 General speci�cation of the problem

3.1 A Coordinated decentralized architecture

In this paper, we restrict attention to a coordinated de-
centralized architecture with two local sites communi-
cating with a coordinator. This architecture is depicted
in Figure 1. We will present three protocols that realize
this architecture in Sections 4, 5 and 6.

System model

Coordinator
(memory and processing constraints)

Communication constraints

Local observations

Local diagnostics

Local observations

Local diagnostics

Site 1 Site 2

Failure recovery module

Failure information

Figure 1: Coordinated decentralized architecture

In Figure 1, the top block represents the complete sys-
tem model, or G in the notation of Section 2.1. Each
site is composed of two modules: an observation mod-
ule and a diagnostic module. The site i, i 2 f1; 2g,
locally observes the system based on its available sens-
ing capabilities. Therefore, a projection Pi [1] is as-
sociated with site i, where Pi is de�ned on the set of
observable events �oi (note here that �o1 and �o2 need
not be disjoint although sites 1 and 2 may be phys-
ically apart). The union of �o1 and �o2 is the set of
observable events �o. Site i locally processes its own
observations and generates its diagnostic information.
Both sites communicate some form of their diagnostic
information to the coordinator. The task of the coordi-
nator is to process, according to a prescribed decision
rule, the messages received from both sites to infer oc-
currences of failures. If a failure is detected by the
coordinator, it is broadcasted to the failure recovery
module.

We investigate the diagnosability properties of the
above architecture under the following assumptions.
1. L(G) is live, i.e., 8s 2 L(G); 9� 2 � such that s� 2
L(G).
2. G has no cycles of unobservable events with respect
to either �o1 or �o2.
3. L(G) is not diagnosable with respect to P1 (respec-
tively P2) and �f on �f .



4. There is reliable communication between the local
sites and the coordinator.
5. Messages communicated between the local sites and
the coordinator are received in the order they are sent
(globally).
6. Each site knows the events observable by the other
site.
7. The two sites are allowed to report to the coordina-
tor only some processed version of their raw data.
8. The coordinator does not have a model of the sys-
tem. It has a simple structure; speci�cally, it has lim-
ited memory and limited processing capabilities.

3.2 De�nition of diagnosability

The de�nition of diagnosability in [1] assumes central-
ization of the available information; hence it is not di-
rectly applicable to coordinated decentralized systems.
Moreover, the coordinated decentralized architecture in
Figure 1 represents a class of realizations of the same
architecture di�erentiated by the choice of the com-
munication rules and the coordinator's decision rule.
Therefore, to de�ne diagnosability for coordinated de-
centralized systems, we need to account for the rules
used to generate local diagnostic information together
with the associated communication rules and the co-
ordinator's decision rule. In the proposed coordinated
architecture the local agents do not interact with one
another; they only communicate with the coordinator
that is assigned the task of detecting and isolating fail-
ures. Let C denote the coordinator's diagnostic in-
formation. Based on this discussion we introduce the
following de�nitions.

De�nition 3.1 The coordinator's diagnostic informa-
tion C is said to be Fi-certain if based on C, the coor-
dinator is certain that a failure of type Fi has occurred.

De�nition 3.2 Within the context of the coordinated
decentralized architecture described in Section 3.1 and
depicted in Figure 1, a protocol is de�ned by the di-
agnostic information generated at the local sites, the
rules used by the local sites to communicate to the co-
ordinator, and the decision rule used at the coordinator
site.

De�nition 3.3 A pre�x-closed and live language L is
said to be diagnosable under a protocol, a set of pro-
jections P1, P2 and a failure partition �f on �f if the
following holds

(8i 2 �f )(9ni 2 N)(8s 2 	(�fi))

(8t 2 L=s)(k t k� ni ) C is Fi � certain):

Thus diagnosability, requires that the detection of any
failure should be achieved by the coordinator within
a �nite delay of the occurrence of that failure (L=s
denotes the post-language of L after s and k t k denotes
the length of t).

4 Protocol 1: a coordinated decentralized

protocol

In [9] we present a protocol, called Protocol 1, for the
preceding coordinated decentralized architecture that
is capable of diagnosing the same types of failures as
the ones diagnosed using the centralized diagnoser. We
refer the reader to [9, 10] for a detailed description of
the protocol, i.e., the diagnostic information generated
at the local sites, the communication rules used by the
local sites, and the coordinator decision rule. The fol-
lowing theorem summarizes the diagnostic properties
of Protocol 1.

Theorem 4.1 Under Assumptions 1 - 8, Protocol 1
achieves the same diagnostic performance as the cen-
tralized diagnoser does.

Note that the above result is true irrespective of the
system structure. Moreover, in [9, 10] we prove that
the result is true irrespective of the partitioning of ob-
servable events, and provide necessary and su�cient
conditions for a system to be diagnosable with respect
to Protocol 1.

5 Protocol 2: a second coordinated

decentralized protocol

In this section we present a protocol, called Protocol 2,
that achieves the same performance as the centralized
diagnoser under some constraints on the system struc-
ture.

5.1 Diagnostic information at local sites

Diagnosers will be implemented at local sites. Con-
sequently, the diagnostic information available at each
site is provided by the state of the diagnoser. The state
information is re�ned by the unobservable reach which
is de�ned as follows.

De�nition 5.1 Let q = f(x1; l1); � � � ; (xn; qn)g be a di-
agnoser state. De�ne the set

Sj(q) = fs 2 (�n�oj)
� : s 2 L�(G; xk) for some � 2

�oi; i 2 f1; 2gnfjg; and some k 2 f1; : : : ; ngg:



Then the unobservable reach of q with respect to �n�oj

is de�ned as follows:

URj(q) = fqg [
S
s2Sj(q)

f(ys; ls)g

where (i) ys is the successor of some xk, k 2 f1; : : : ; ng,
after subtrace s 2 Sj(q), and (ii) ls is the failure label
corresponding to ys, obtained by propagating the label lk
of xk according to the label propagation function de�ned
in [1].

The unobservable reach of a diagnoser at a state repre-
sents all possible states where the system may be after
the execution of a trace in the language. Note that
by de�nition the diagnoser state only represents those
states that are reached following an observable event;
the unobservable reach appends to the diagnoser state
the states that are reached through unobservable events
following that observable event up to an event observ-
able by the other site.

Example 5.1 Consider the system shown in Figure 2.
The set of events is � = fa,b,c,d,e,�g, and � is the
only unobservable and failure event. �o1 = fa,c,d,eg
and �o2 = fb,d,eg. The diagnosers Gd1 and Gd2 asso-
ciated with the projections P1 and P2 are shown in Fig-
ure 3. We assume that the state of diagnoser Gd2 is q =
f3N,4Ng and compute the unobservable reach of q with
respect to �n�o2. We �rst �nd the set S = fa; c; acg.
The states that are reached from states 3 and 4 are :
state 5 through event a, state 6 through event c, and
state 7 through the sequence of events ac. Therefore,
UR2(q) = f3N,4N,5N,6N,7Ng. All states carry the
normal label N since there were no failure events along
any trace in S.
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d e
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Figure 2: The system G for Example 5.1.

5.2 Communication rules

To de�ne the communication rules, we �rst note that
right after the occurrence of an event that is observable
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Figure 3: The diagnosers Gd1 (left) and Gd2 for Exam-

ple 5.1.

only by one site, say i, the state of the diagnoser at site
j 6= i does not contain the true system state. There-
fore, to e�ciently communicate information to the co-
ordinator, each local site must augment the state of its
diagnoser with some additional information, the un-
observable reach. We de�ne the communication rules
CR := (CR1,CR2) as follows:
[CRi], i = 1; 2: After the agent at site i observes an
event � 2 �oi, it communicates to the coordinator the
corresponding state qi of its diagnoser Gdi, its unob-
servable reach URi(qi) with respect to �n�oi, and a
status bit, SBi, that takes the values SBi = 1 when
� 2 �oj , j 2 f1; 2g, j 6= i, or SBi = 0 when � 62 �oj .

5.3 Decision rule

The decision rule of the coordinator consists of two
components : (1) a rule according to which its infor-
mation is updated; and (2) a rule according to which
failure occurrences are declared and broadcasted to the
failure recovery module.

To specify the information update rule we �rst describe
the structure of the coordinator. The coordinator has
�ve registers, (R1, R2, R3, R4, SB), besides the reg-
ister C that holds its diagnostic information. The �ve
registers are used to store incoming messages from the
local sites and previous relevant values necessary for
the update of its information. R1 and R2 hold the lat-
est states of Gd1 and Gd2, respectively, R3 and R4 hold
the latest unobservable reaches of Gd1 and Gd2, respec-
tively, and SB speci�es whether to apply the informa-
tion update rule to the available information in the reg-
isters (SB = 0) or wait for the next incoming message
(SB = 1). At reset, R1 and R2 are initialized with the
initial states of Gd1 and Gd2, respectively, while R3 and
R4 hold the unobservable reaches of the initial state of
Gd1 and Gd2, respectively. The register SB is initially
set to 0. The information update rule is speci�ed in
Table 1. Based on the available information, the rule
picks one of the actions DR1 - DR6. The coordinator
declares that a failure has occurred when its diagnostic



information C is Fi-certain (cf. De�nition 3.1).

Last report received from Gd1

Rule SB SB1 C New SB

DR1 0 0 R1 \ R4 0

DR2 0 1 Wait 1

DR3 1 1 R1 \ R2 0

Last report received from Gd2

Rule SB SB2 C New SB

DR4 0 0 R2 \ R3 0

DR5 0 1 Wait 1

DR6 1 1 R1 \ R2 0

Table 1: Information update rule at the coordinator site

(Protocol 2)

5.4 Diagnostic properties of Protocol 2

We �rst de�ne failure-ambiguous traces in the language
L(G).

De�nition 5.2 A trace s 2 L(G) is said to be failure-
ambiguous with respect to the projections P1 and P2

and the failure type Fi if there exist two traces, s0 and
s00 in L(G) such that s0 and s00 are arbitrarily long, not
necessarily distinct and the following is true:

1. P1(s) = P1(s
0), but P (s) 6= P (s0),

2. P2(s) = P2(s
00), but P (s) 6= P (s00),

3. s0 and s00 share the same failure properties.

4a. Fi 2 s but Fi 62 s0.

4b. Fi 2 s but Fi 62 s00.

Example 5.2 If we consider the traces s=abc(de)�

and s0 = s00 = bac�(de)� in the previous example,
then s is failure-ambiguous since (1) P1(s) = P1(s

0)
= ac(de)� but P (s) = abc(de)� 6= bac(de)� = P (s0),
(2) P2(s) = P2(s

00) = b(de)� but P (s) = abc(de)� 6=
bac(de)� = P (s00), (3) s0, s00 being equal share the same
failure properties, and (4a,4b) s0 = s00 have a failure of
type F1 while s exhibits only normal behavior.

Theorem 5.1 Under assumptions 1 - 8, Protocol 2
achieves the same diagnostic performance as the cen-
tralized diagnoser does if there are no failure-ambiguous
traces (with respect to all failure types).

In [10], we show that the absence of failure-ambiguous
traces is not necessary for Protocol 2 to perform as well
as the centralized diagnoser, and provide a test to check
when Protocol 2 performs as well as the centralized
diagnoser. Clearly, since failure-ambiguous traces are
de�ned with respect to the projections P1 and P2, the
partitioning of observable events a�ects the diagnostic
properties of the protocol.

6 Protocol 3: a third coordinated

decentralized protocol

In this section, we present a protocol, called Proto-
col 3, that has the feature of declaring the occurrence
of failures based on the raw information the coordina-
tor receives from the local sites.

6.1 Diagnostic information at local sites

We implement diagnosers at the local sites. Therefore,
the state of the diagnoser, after the occurrence of an
observable event, is the diagnostic information based
on which the site is supposed to infer the occurrence of
failures.

6.2 Communication rules

The communication rules are de�ned as follows
[CRi], i = 1; 2: After the agent at site i observes an
event � 2 �oi that leads to an Fi-certain state in the
diagnoserGdi, it communicates the label Fi to the coor-
dinator, meaning that a failure of type Fi has occurred.

6.3 Decision rule

The coordinator declares that a failure of type Fi

has occurred once its diagnostic information C is Fi-
certain. Since local sites communicate failure labels
detected by their diagnosers, once the coordinator re-
ceives a message containing the information Fi, it de-
clares the occurrence of a failure of type Fi and broad-
casts the information to the failure recovery module.

6.4 Diagnostic properties of Protocol 3

The concept of fully-ambiguous traces plays an impor-
tant role in determining the diagnostic properties of
Protocol 3. Fully-ambiguous traces are de�ned as fol-
lows.

De�nition 6.1 A trace s 2 L(G) is said to be fully-
ambiguous with respect to the projections P1 and P2

and the failure type Fi if there exist two traces, s0 and
s00 in L(G) such that s0 and s00 are arbitrarily long, not
necessarily distinct and the following is true:

1. P1(s) = P1(s
0), but P (s) 6= P (s0),

2. P2(s) = P2(s
00), but P (s) 6= P (s00).

3a. Fi 2 s but Fi 62 s0.

3b. Fi 2 s but Fi 62 s00.

Note that a failure-ambiguous trace is a fully-
ambiguous trace; however the reverse is not true since
there are no restrictions on the failure properties of s0

and s00 in the de�nition of a fully-ambiguous trace.



Example 6.1 Consider the system discussed in Ex-
ample 5.1 and shown in Figure 2. We showed in Exam-
ple 5.2 that the trace s=ab�1c(de)

� is failure-ambiguous
(with respect to failure type F1) therefore it is also fully-
ambiguous (with respect to failure type F1).

Theorem 6.1 Under Assumptions 1 - 8, Protocol 3
performs as well as the centralized diagnoser if and only
if there are no fully-ambiguous traces (with respect to
all failure types) in the language.

As is the case with Protocol 2, the partitioning of ob-
servable events a�ects the diagnostic properties of pro-
tocol 3. In [10] we present a test that veri�es whether
Protocol 3 performs as well as the centralized diag-
noser, or in other words the test checks for the existence
of fully-ambiguous traces.

7 Discussion

As is the case with all coordinated decentralized archi-
tectures, the issue of performance vs. complexity should
be addressed. Protocol 1 performs as well as the cen-
tralized diagnoser irrespective of the system structure
and the partitioning of observable events. Protocol 2
achieves the same task while constraining the system
structure, and Protocol 3 adds additional constraints
to those of Protocol 2 to achieve the diagnostic perfor-
mance of the centralized diagnoser. Note here that the
performance of Protocols 2 and 3 depend on the parti-
tioning of observable events. Therefore, the diagnostic
performance of the protocols improves from 3 to 2 to 1.
However, the complexity of implementing the protocols
degrades from 3 to 2 to 1: from a minimal amount of
processing and communication and a simple decision
rule for Protocol 3 to more processing and communica-
tion, and a more involved decision rule for Protocol 2,
to more processing and communication and an even
more complicated decision rule for Protocol 1 [9, 10].

The results of this paper can be extended in a straight-
forward manner to a coordinated decentralized archi-
tecture similar to that of Section 3 and consisting of m
(m > 2) local sites. This is explained in [10].

Finally, our analysis was based on a set of assumptions,
some of which, namely the liveness of the language and
the nonexistence of cycles of unobservable events, can
be relaxed easily as discussed in [8]. However, the as-
sumptions on the order of message reception at the
coordinator site are indeed critical. In [10] we present
an example where not preserving the global order of
reception of messages at the coordinator site leads to
declaring a false positive inde�nitely. The example re-
veals some fundamental limitations of the untimed DES
mathematical model that is used.
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