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Abstract

The diagnosis of “intermittent” faults in dynamic systems
modeled as discrete event systems is considered. In many
systems, faulty behavior often occurs intermittently, with
fault events followed by corresponding “reset” events for
these faults, followed by new occurrences of fault events,
and so forth. Since these events are usually unobservable,
it is necessary to develop diagnostic methodologies for in-
termittent faults. This paper addresses this issue by: (i)
proposing a modeling methodology for discrete event sys-
tems with intermittent faults; (ii) introducing new notions
of diagnosability associated with fault and reset events; and
(iii) developing necessary and sufficient conditions, in terms
of the system model and the set of observable events, for
these notions of diagnosability. The associated necessary
and sufficient conditions are based upon the technique of
“diagnosers” introduced in earlier work, albeit the structure
of the diagnosers needs to be enhanced to capture the dy-
namic nature of faults in the system model. The diagnos-
ability conditions are verifiable in polynomial time in the
number of states of the diagnosers.

1 Introduction

Practical experience has shown that detection and isolation
of many classes of faults in dynamic systems can be ap-
proached as a problem of state estimation and inferencing
for discrete event systems [1, 5–15, 17]. The methodolo-
gies used in these applications assume that once faults oc-
cur, they remain in effect permanently; hence, the termi-
nology “failures” is often used for these permanent faults.
Similarly, to the best of our knowledge, diagnostic method-
ologies developed in the field of model-based reasoning in
artifical intelligence (which are close in spirit to the discrete
event systems methodologies, since they are also based on
qualitative system models) are also geared towards the di-
agnosis of permanent faults; see, e.g., [4, 16].
In many systems, faulty behavior often occurs intermit-
tently, with fault events followed by corresponding “re-
set” events for these faults, followed by new occurrences
of fault events, and so forth. In hardware systems, inter-
mittent faults are typically caused by bad electrical con-
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tacts (e.g., faulty relays), “sticky” components (e.g., stuck
valves), overheating of chips, noisy measurements from
sensors, power surges, and so forth. Intermittent faults oc-
cur in software systems as well; consider for instance ex-
ceptions and interrupts that are caused by some unknown
“bugs” and that lead to crashes and reboots. Since the fault
and reset events are usually unobservable, it is necessary
to develop diagnostic methodologies for intermittent faults.
The methodologies referenced above for permanent faults
are no longer adequate in the context of intermittent faults,
since they do not account explicitly for the dynamic behav-
ior of these faults that manifests itself in the form of alter-
nating fault and reset events.
This paper addresses intermittent fault detection and iso-
lation. Its principal contributions are: a novel modeling
methodology for discrete event systems with intermittent
faults and their associated reset events; new definitions of
diagnosability associated with the fault and reset events; and
necessary and sufficient conditions, in terms of the system
model and the set of observable events, for these new no-
tions of diagnosability.
The new notions of diagnosability are complementary and
capture a hierarchy of desired objectives regarding the de-
tection and identification of faults, resets, and the current
system status (namely, is the fault present or absent). The
associated necessary and sufficient conditions are based
upon the techniques introduced in the Diagnoser Approach
of [14], albeit the structure of the diagnoser automata needs
to be altered to capture the dynamic nature of faults in the
system model. The enhancements to the “Diagnoser Ap-
proach” are due to the introduction of newlabelsfor faults
and resets in the construction of diagnosers, which in turn
leads to the consideration of new types ofindeterminate cy-
cles [14] that serve to characterize the violations of diag-
nosability. The necessary and sufficient conditions are ver-
ifiable in polynomial time in the number of states of the
diagnosers.
This paper is organized as follows. Section 2 first presents
some necessary background and then focuses on the model-
ing of intermittent faults and on how their dynamic behav-
ior is captured by three types of labels. Section 3 presents
two new notions of diagnosability that are proposed to cap-
ture desired objectives in the context of intermittent faults.
Modified diagnosers that explicitly account for the new la-
bel types in building state estimates are described in Section
4. Sections 5 and 6 then develop necessary and sufficient
conditions associated with the two notions of diagnosabil-
ity. Conclusions appear in Section 7.



2 Modeling of System and Intermittent Faults

2.1 System Model
We assume that the reader is familiar with basic notions in
finite-state automata and regular languages (see, e.g., [2]).
The system to be diagnosed is modeled as an FSM or gen-
eratorG = (X, Σ, δ, x0), whereX is the state space,Σ is
the set of events,δ is the partial transition function, andx0

is the initial state of the system. ModelG accounts for the
normal and failed behavior of the system. The behavior of
the system is described by the prefix-closed languageL(G)
generated byG. Henceforth, we shall denoteL(G) by L. L
is a subset ofΣ∗, whereΣ∗ denotes the Kleene closure of
the setΣ .
Some of the events inΣ are observable, i.e., their occurrence
can be observed, while the rest are unobservable. Thus the
event setΣ is partitioned asΣ = Σo∪̇Σuo, whereΣo repre-
sents the set of observable events andΣuo represents the set
of unobservable events. The observable events in the sys-
tem may be one of the following: commands issued by the
controller, sensor readings immediately after the execution
of the above commands, and changes of sensor readings.
The unobservable events may be fault events, reset events,
or other events that cause changes in the system state not
recorded by sensors; see [15] for a methodology on how to
construct the system modelG from models of system com-
ponents and sensor readings.
In the context of diagnosis of intermittent faults, letΣ f ⊆ Σ
denote the set of fault events and letΣ f̃ ⊆ Σ denote the set of
fault reset events which should be diagnosed. We assume,
without loss of generality, thatΣ f ⊆ Σuo, Σ f̃ ⊆ Σuo, since an
observable fault event or an observable fault reset event can
be diagnosed trivially. The objective is to identify the oc-
currence, if any, of the fault events and their corresponding
reset events, while tracking the observable traces generated
by the system. In this regard, the set of fault eventsΣ f is
composed of different fault types,Σ f = {σ f 1, . . . , σ f m},
and the set of reset eventsΣ f̃ is composed of the correspond-
ing resets,Σ f̃ = {σ f̃ 1, . . . , σ f̃ m}.
To define diagnosability, we need the following notation:
The empty trace is denoted byε. Let s̄ denote the prefix-
closure of the trace s wheres∈ Σ∗. We denote byL/s the
postlanguage ofL after s, i.e., L/s := {t ∈ Σ∗ : st ∈ L}.
We define the projectionP : Σ∗ → Σ∗o in the usual manner
P(ε) = ε,
P(σ) = σ if σ ∈ Σo,
P(σ) = ε if σ ∈ Σuo,
P(sσ) = P(s)P(σ) wheres∈ Σ∗, σ ∈ Σ.

Thus,P simply “erases” the unobservable events in a trace.
The inverse projection operatorP−1

L is defined asP−1
L (y) =

{s ∈ L : P(s) = y}. We will write Ψ(σ f i) to denote the
set of all traces ofL that end with the fault eventσ f i .
That is, Ψ(σ f i) := {sσ f i ∈ L}. Similarly, we will write
Ψ(σ f̃ i) to denote the set of all traces ofL that end with
the reset eventσ f̃ i . That is,Ψ(σ f̃ i) := {sσ f̃ i ∈ L}. Con-
siderσ ∈ Σ ands∈ Σ∗. We use the notationσ ∈ s to de-
note the fact thatσ is an event in the traces. We define

Xo = {xo}∪{x∈ X : x has an observable event into it}. Let
L(G, x) denote the set of all traces that originate from state
x of G. Lo(G, x) denotes the set of all traces that originate
from statex and end at the first observable event.Lσ(G, x)
denotes those traces inLo(G, x) that end with the particu-
lar observable eventσ; sf denotes the final event of traces.
We defineLo(G, x) = {s∈ L(G, x) : s= uσ, u∈ Σ∗uo, σ ∈
Σo} and Lσ(G, x) = {s ∈ Lo(G, x) : sf = σ}. We de-
fine G′ = (Xo, Σo, δG′ , x0), the generator of the language
P(L) = {t : t = P(s) for somes ∈ L}. The elements of
Xo, Σo, x0 are the same as those inG. The transition relation
of G′ is given byδG′ ⊆ (Xo×Σ×Xo) and is defined as fol-
lows,(x, σ, x′) ∈ δG′ if δ(x, s) = x′ for somes∈ Lσ(G, X).
G′ is, in general, nondeterministic.

2.2 Modeling of Intermittent Faults
We use the notion of label to identify special changes in the
status of the system. The labels are symbols that allow us
to keep track of the occurrence of selected events along the
system’s evolution.
We first define the set ofnon-intermittent and presentfault
labels ∆F = {F1, F2, . . . , Fm}, the set ofreset fault la-
bels ∆F̃ = {F̃1, F̃2, . . . , F̃m}, the set ofintermittent and
presentfault labels∆ ˜̃F = { ˜̃F1,

˜̃F2, . . . , ˜̃Fm} , and the set

∆ = {N, F1, F2, . . . , Fm, F̃1, . . . , F̃m, ˜̃F1, . . . , ˜̃Fm}. Next
we define the label functioǹ̃.

Definition 1 : The label function˜̀: L(G)→ 2∆ is defined
as follows.
Let ω be a trace inL(G). Then
˜̀(ω) = {N} if ∀i : (σ f i /∈ ω)∧ (σ f̃ i /∈ ω);
and∀i ∈ {1, . . . , m},
Fi ∈ ˜̀(ω) if (σ f i ∈ ω)∧ (σ f̃ i /∈ ω),
F̃i ∈ ˜̀(ω) if ∃ s, s′ : (ω = ss′)∧[s∈Ψ(σ f̃ i)]∧(σ f i /∈ s′), and
˜̃Fi ∈ ˜̀(ω) if ∃ s, s′ : (ω = ss′)∧ [s∈ Ψ(σ f i)]∧ (σ f̃ i ∈ s)∧
(σ f̃ i /∈ s′).

Hence, if ˜̀(ω) is N, i.e., “Normal”, then no event from the
set of fault eventsΣ f and no event from the set of reset
eventsΣ f̃ have occurred along the trace. If˜̀(ω) contains
the labelFi , then the fault eventσ f i has occurred alongω
and the reset eventσ f̃ i has not occurred alongω. If ˜̀(ω)
contains the label̃Fi , then both the fault eventσ f i and the
reset eventσ f̃ i have occurred at least one time or possibly
multiple times alongω, but the last of the two to have oc-
curred inω is σ f̃ i . Finally, if ˜̀(ω) contains the label̃̃Fi , then
both the fault eventσ f i and the reset eventσ f̃ i have occurred
at least one time or possibly multiple times alongω, but the
last of the two to have occurred inω is σ f i .

2.3 Assumptions
We make the following assumptions on the system under
investigation. These assumptions are required in all the re-
sults of this paper (even if not explicitly stated).
A1) The languageL generated byG is live. This means that
there is a transition defined at each statex in X, i.e., the sys-



tem cannot reach a point at which no event is possible.
A2) There does not exist inG any cycle of unobservable
events, i.e.,∃ n0 ∈ N such that∀ st∈ L, s∈ Σ∗uo ⇒ ‖ s‖≤
no where‖ s‖ is the length of traces.
A3) Each fault eventσ f i has its corresponding fault reset
eventσ f̃ i . Both are unobservable events.
A4) A reset eventσ f̃ i cannot happen until a fault eventσ f i

occurs at least once.
A5) A fault is considered intermittent if at least one reset
has occurred.
The liveness assumption (A1) onL is made for the sake
of simplicity. With slight modifications, all the main re-
sults of this paper hold true when the liveness assumption
is relaxed. Assumption (A2) ensures that observations oc-
cur with some regularity. Since detection of faults is based
on observable transitions of the system, we require thatG
does not generate arbitrarily long sequences of unobserv-
able events. Assumption (A3) points out the fact that we are
dealing with intermittent faults hence each fault event can
be reset. Fault events and reset events assumed unobserv-
able, otherwise their diagnosis is trivial. Assumption (A5)
states our notion of intermittent fault. A fault is intermittent
forever if it has been reset at least one time.

2.4 Recurrent Faults
We define the notions ofΣ f -recurrent andΣ f̃ -recurrent lan-
guages, which will be required in Section 6.

Definition 2 : Σ f -recurrent andΣ f̃ -recurrent
A prefix-closed and live languageL is said to beΣ f -
recurrent [Σ f̃ -recurrent] with respect to the set of fault
eventsΣ f and the set of reset eventsΣ f̃ if condition C1 [C2]
holds.

C1) ∀σ f i ∈ Σ f , i ∈ {1, . . . , m}, ∃ni ∈ N such that
[∀s∈Ψ(σ f i)] (∀t ∈ L/s) [‖ t ‖≥ ni ⇒ σ f̃ i ∈ t].

C2) ∀σ f̃ i ∈ Σ f̃ , i ∈ {1, . . . , m}, ∃ni ∈ N such that
[∀s∈Ψ(σ f̃ i)] (∀t ∈ L/s) [‖ t ‖≥ ni ⇒ σ f i ∈ t].

3 Notions of Diagnosability

Intermittent faults are dynamic, that is, they can repeatedly
occur and reset. This feature renders their diagnosis consid-
erably more complicated and intricate than the diagnosis of
permanent failures. The notion of diagnosability proposed
in [14] for permanent failures relies on the fact that the sta-
tus of faults remains fixed after their occurrence. In sys-
tems with intermittent faults, the fault’s status evolves along
with the system’s evolution. Consequently, the notion of di-
agnosability proposed in [14] does not capture all the key
issues associated with the diagnosis of intermittent faults.
Since intermittent faults are dynamic, one can imagine sev-
eral different notions of diagnosability, each providing a dif-
ferent amount of information about the status of faults. For
example, one may want to ensure detection of the occur-
rence of a fault, or detection of a fault’s reset without nec-
essarily identifying any time instant where the status of the

fault is precisely known. A stricter notion of diagnosabil-
ity would require the existence of time instants where the
status of faults (present or reset) is precisely known. These
considerations motivate the definition of four types of diag-
nosability. Two of these types are related to the occurrence
of intermittent faults; their “dual” notions are related to the
reset of intermittent faults. In this paper we present only
the notions of Type-I and Type-P diagnosability. We refer
the reader to [3] for the two other types, i.e., Type-O and
Type-R diagnosability.

3.1 Definitions
The first notion of diagnosability we consider is termed
Type-I diagnosability, where “I” stands for “Intermittent”.
It is defined as follows.

Definition 3 : Type-I diagnosability
A prefix-closed and live languageL is said to be Type-I di-
agnosable with respect to the projection P, the set of fault
eventsΣ f and the set of reset eventsΣ f̃ if the following
holds:

[∀i ∈ {0, . . . , m}] (∃ni ∈ N) [∀s∈Ψ(σ f̃ i)](∀t ∈ L/s)
[‖ t ‖≥ ni ⇒ DI ]

where the diagnosability conditionDI is
w∈ [P−1

L P(st)]⇒ [F̃i ∈ ˜̀(w)]∨ [ ˜̃Fi ∈ ˜̀(w)]

Type-I diagnosability has the following meaning. Suppose
a fault resetσ f̃ i occurs along the system’s evolution. Then,
after at mostni events, it is possible to identify the occur-
rence ofσ f̃ i . This means that all possible system behaviors
(i.e., all possible sequences of events in the system), which
are compatible with the information available afterni fur-
ther events, contain the reset eventσ f̃ i . However, Type-I
diagnosability does not guarantee perfect knowledge of the
status of the reset eventσ f̃ i at any stage. This means that
along some of the possible system behaviors (traces)σ f̃ i
may have reoccurred, along some othersσ f̃ i may reoccur
and reset more than once, yet along some othersσ f̃ i may
never reoccur.
In Type-I diagnosability one can assert the occurrence and
reset of a fault eventσ f i , but one cannot be certain as to
whether or notσ f i has reoccurred once or many times.
Type-P diagnosability is stronger than Type-I, as it asserts
the presence of a fault in the system.

Definition 4 : Type-P diagnosability
A prefix-closed and live languageL is said to be Type-P di-
agnosable with respect to the projection P, the set of fault
eventsΣ f and the set of reset eventsΣ f̃ if the following
holds:

[∀i ∈ {0, . . . , m}] (∃ni ∈ N) [∀s∈Ψ(σ f i)](∀t ∈ L/s)
[‖ t ‖≥ ni ⇒ DP]

where the diagnosability conditionDP is
∃ t ′ ≤ t : w∈ [P−1

L P(st′)]⇒ [Fi ∈ ˜̀(w)]∨ [ ˜̃Fi ∈ ˜̀(w)]

Type-P diagnosability, where “P” stands for “Present”, im-
plies that after a fault occurs along the system’s evolution it
is possible to identify an instant where, based on the avail-
able information, we are certain that the fault is present in
the system.



4 The Diagnoser

The diagnoser was originally introduced in [14]. Its
construction is modified so as to accommodate intermit-
tent faults. The diagnoser̃Gd for G is an FSM,G̃d =
(Qd, Σo, δd, q0), where Qd, Σo, δd, and q0 have the
usual interpretation. Its initial stateq0 is defined to be
{(x0,{N})}. The transition functionδd is defined in the
same way as in [14]. The state spaceQd is composed of
the states of the diagnoser that are reachable fromq0 un-
der δd. Therefore, a stateqd of G̃d is of the formqd =
{(x1, `1), . . . , (xn, `n)} wherexi ∈ Xo and`i ∈ ∆. Since
faults evolve dynamically the rules governing label propa-
gation are different from those of [14]. These rules are spec-
ified by the label propagation function defined below. (Note
that Definition 5 is consistent with Definition 1.)

Definition 5 : The label propagation function is denoted by
L̃P. L̃P: Xo×∆×Σ∗o → ∆.
Givenx ∈ Xo, ` ∈ ∆, and s∈ Lo(G,x), L̃P propagates the
label ` oversstarting fromx and following the dynamics of
G. It is defined as follows:
L̃P(x, `, s) = N if ∀i, (` = N) ∧ (σ f i /∈ s) ∧ (σ f̃ i /∈ s);
∀i ∈ {1, . . . , m},
Fi ∈ L̃P(x, `, s) if

1) (Fi ∈ `) ∧ (σ f̃ i /∈ s), or

2) (F̃i /∈ `) ∧ ( ˜̃Fi /∈ `) ∧ (σ f i ∈ s)∧ (σ f̃ i /∈ s),
F̃i ∈ L̃P(x, `, s) if

1) (F̃i ∈ `) ∧ (σ f i /∈ s), or
2) [(Fi ∈ `) ∨ ( ˜̃Fi ∈ `)] ∧ (σ f̃ i ∈ s)∧ (σ f i /∈ s),

˜̃Fi ∈ L̃P(x, `, s) if
1) ( ˜̃Fi ∈ `) ∧ (σ f̃ i /∈ s), or
2) (F̃i ∈ `) ∧ (σ f i ∈ s)∧ (σ f̃ i /∈ s).

Figure 1 presents an example of the construction of a diag-
noser.

Figure 1: Diagnoser Construction

5 Necessary and Sufficient Conditions for Type-I
Diagnosability

We present necessary and sufficient conditions for a lan-
guageL to be Type-I diagnosable.
We first need a few definitions that will be used to state the
conditions for diagnosability.

5.1 Definitions
We first introduce the labelF I

i that is convenient for the de-
velopment of our results on Type-I diagnosability.

Definition 6 : We defineF I
i to mean eitherF̃i or ˜̃Fi , i =

1, 2, . . . , m.

Based on the new label, we can define the notion ofF I
i -

certain states,F I
i -uncertain states, andF I

i -indeterminate cy-
cles in a way similar to [14].

Definition 7 :
1) A stateq ∈ Qd is said to beF I

i -certain if ∀(x, `) ∈ q,
F I

i ∈ `.
2) A state q ∈ Qd is said to be F I

i -uncertain if
∃(x, `), (y, `′) ∈ q, such thatF I

i ∈ ` andF I
i /∈ `′.

Definition 8 : A set of statesx1, x2, . . . , xn ∈ X is said to
form a cycle inG if ∃ s∈ L(G, x1) such thats= σ1σ2 . . .σn

andδ(x`, σ`) = x(`+1)mod n, ` = 1, 2, . . . , n.

Definition 9 : F I
i -indeterminate cycle

A set ofF I
i -uncertain statesq1, q2, . . . , qn ∈ Qd is said to

form an F I
i -indeterminate cycle if the following condition

(C3) is satisfied.

C3) Statesq1, q2, . . . , qn ∈ Qd form a cycle inG̃d with
δd(qu, σu) = qu+1, u = 1, . . . , n− 1, δd(qn, σn) = q1

where σu ∈ Σo, u = 1, . . . , n. Considering the states
q1, q2, . . . , qn∈Qd, ∃ (xk

u, `k
u), (yr

u, ˜̀r
u)∈ qu, u= 1, . . . , n,

k = 1, . . . , m, and r = 1, . . . , m′ such that[(F I
i ∈ `k

u)∧
(F I

i /∈ ˜̀r
u)] for all u, k, and r, and the sequences of states

{xk
u}, u = 1, . . . ,n, k = 1, . . . ,m, and{yr

u}, u = 1, . . . ,n,
r = 1, . . . ,m′, form cycles inG′ with
¦ (xk

u, σu, xk
(u+1)) ∈ δG′ , u = 1, . . . , n−1, k = 1, . . . , m,

¦ (xk
n, σn, xk+1

1 ) ∈ δG′ , k = 1, . . . , m−1,
¦ (xm

n , σn, x1
1) ∈ δG′ , and

¦ (yr
u, σu, yr

(u+1)) ∈ δG′ ,u = 1, . . . , n−1, r = 1, . . . , m′,
¦ (yr

n, σn, yr+1
1 ) ∈ δG′ , r = 1, . . . , m′−1,

¦ (ym′
n , σn, y1

1) ∈ δG′ .

5.2 Main Results
The results that follow provide conditions necessary and
sufficient to ensure Type-I diagnosability.

Theorem 1 : Type-I diagnosability
A languageL is Type-I diagnosable if and only if there are
noF I

i -indeterminate cycles in the diagnoserG̃d.

The proof of Theorem 1 is available in [3].



5.3 Examples Illustrating the Results
Figure 2 presents a system that is not Type-I diagnosable;
to see this, consider the tracess = σ f 1α(βλδ)n and s′ =
α(βλδ)n, wheren is arbitrarily long.
Figure 3 presents a system that is Type-I diagnosable.

Figure 2: Example of a System that is not Type-I Diagnosable

Figure 3: Example of a Type-I Diagnosable System

6 Necessary and Sufficient Conditions for Type-P
Diagnosability

We present necessary and sufficient conditions for a lan-
guageL to be Type-P diagnosable.

6.1 Definitions

Definition 10 : We defineFP
i to mean eitherFi or ˜̃Fi , i =

1, 2, . . . , m.

Definition 11 :
1) A stateq ∈ Qd is said to beFP

i -certain if ∀(x, `) ∈ q,
FP

i ∈ `.
2) A state q ∈ Qd is said to be FP

i -uncertain if
∃(x, `), (y, `′) ∈ q, such thatFP

i ∈ ` andFP
i /∈ `′.

Definition 12 : FP
i -indeterminate cycle

A set of nonFP
i -certain statesq1, q2, . . . , qn ∈ Qd, with

at least oneFP
i -uncertain state, is said to form anFP

i -
indeterminate cycle if the following condition (C4) is sat-
isfied.

C4) Statesq1, q2, . . . , qn ∈ Qd form a cycle inG̃d with
δd(qu, σu) = qu+1, u = 1, . . . , n− 1, δd(qn, σn) = q1

where σu ∈ Σo, u = 1, . . . , n. Considering the states
q1, q2, . . . , qn ∈ Qd, ∃ (xk

u, `k
u) ∈ qu, u = 1, . . . , n, and

k = 1, . . . , m such that(FP
i ∈ `k

u) for someu andk, and the
sequence of states{xk

u}, u = 1, . . . ,n, k = 1, . . . ,m, forms a
cycle inG′ with
¦ (xk

u, σu, xk
(u+1)) ∈ δG′ , u = 1, . . . , n−1, k = 1, . . . , m,

¦ (xk
n, σn, xk+1

1 ) ∈ δG′ ,k = 1, . . . , m−1, and
¦ (xm

n , σn, x1
1) ∈ δG′ .

6.2 Main Results
The following assumption, together with conditions (C1)
and (C2), are critical for the development of necessary and
sufficient conditions to ensure Type-P diagnosability.
A6) ∀ω = s1yns2 ∈ L, s1, s2 ∈ Σ∗, n∈ N, s.t. σ fi , σ f̃i

∈ y,
y satisfies the following:y = y1σ fi y2σoy3σ f̃i

y4 whereσo ∈
Σo, y1, y4 ∈ Σ∗, y2, y3 ∈ (Σo∪Σuo)\{σ fi , σ f̃i

}.
Assumption (A6) implies that for any cycle inG, there ex-
ists at least one observable event between at least one pair
(σ f i , σ f̃ i). This excludes the possibility of having a cycle
with only unobservable events between all pairs (σ f i , σ f̃ i),
which would have prevented the labelFP

i from appearing
in the corresponding cycle of the diagnoserG̃d and there-
fore prevented from detecting any instance where the fault
is present. The following result, proved in [3], provides a
condition necessary and sufficient to ensure Type-P diag-
nosability.

Theorem 2 : Type-P diagnosability
Let the languageL satisfy (A6), (C1), and (C2).L is Type-
P diagnosable if and only if there are noFP

i -indeterminate
cycles in the diagnoser̃Gd.

6.3 Examples Illustrating the Results
Figure 4 and 5 present examples of systems withΣ f -
recurrent andΣ f̃ -recurrent languages that satisfy assump-
tions (A1)-(A6).
The system in Fig. 4 is not Type-P diagnosable. The set of
states 5, 7 and 9, 11 both form cycles inG′. The statesq1

andq2, which respectively include 7, 11 and 5, 9 as compo-
nents, form a cycle inG̃d.
In the system of Fig. 5, the statesq1, q2, andq3 form a cycle
in G̃d and are nonFP

i -certain. q2 is the onlyFP
i -uncertain

state of the cycle. However, there are no cycles inG′ cor-
responding to the sequence of state-components 10-12-13.
Therefore, there are noFP

i -indeterminate cycles and the lan-
guageL is Type-P diagnosable.

7 Conclusion

Intermittent faults are dynamic in nature, i.e., they can oc-
cur, reset, and reoccur repeatedly during a system’s oper-
ation. They are distinctly different from permanent faults
which never reset after they occur. Therefore, system mod-
els that capture permanent failures and existing methodolo-
gies for diagnosis of permanent failures are not appropriate



Figure 4: Example of a System that is not Type-P Diagnosable

Figure 5: Example of a Type-P Diagnosable System

for modeling and diagnosis of intermittent faults.
We proposed a method for modeling intermittent faults and
their resets in the context of DES models. We defined no-
tions of diagnosability that provide information about the
status of intermittent faults at different levels of detail. Fi-
nally, we developed, via conditions that are necessary and
sufficient to ensure different notions of diagnosability, a
methodology for diagnosis of intermittent faults.
Our investigation has revealed that: (i) diagnosis of inter-
mittent faults is a problem considerably more intricate than
the diagnosis of permanent failures; and (ii) the philosophy
and approach to diagnosis of permanent failures developed
in [14] is powerful and generic, as evidenced by the nature
of the results of this paper.
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