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Sahika Genc, Stéphane Lafortune,

Department of Electrical Engineering and Computer Science, University of Michigan, 1301 Beal
Avenue, Ann Arbor, MI 48109-2122, USAstephane,sgenc@eecs.umich.edu

Abstract— This paper studies on-line fault detection and
isolation of modular dynamic systems modeled as sets of
place-bordered Petri nets. The common places among the
set of Petri nets modeling a system capture coupling of
various system components. The transitions are labeled by
events, some of which are unobservable, i.e., not directly
recorded by the sensors attached to the system. The events
whose occurrence must be diagnosed have unobservable
transition labels. These events model faults or other
significant changes in the system state. The existing theory
of diagnosis of discrete-event systems is extended in the
context of the above model. The modular structure of the
system is exploited by a distributed algorithm for fault
diagnosis. A Petri net diagnoser is associated to every Petri
net and the diagnosers communicate in real-time during
the diagnostic process when the token count of common
places changes. A merge function is defined to combine
the individual diagnoser states and recover the complete
diagnoser state that would be obtained under a monolithic
approach. Strategies that reduce the communication over-
head are presented. The software implementation of the
distributed algorithm is discussed.

Note to practitioner - In the last decade monitoring,
fault detection, and diagnosis methodologies based on
the use of discrete-event models have been successfully
used in a variety of technological systems ranging from
document processing systems to intelligent transportation
systems. This paper was motivated by the problem of
fault diagnosis for modular (distributed) dynamic discrete-
event systems (DES). As a DES modeling formalism, Petri
nets offer potential advantages in terms of the distributed
representation of the system and of the ability to represent
coupling of the system components. The systems studied
in this paper are sets of modules coupled with each
other through various system components and modeled
using Petri nets. We present a distributed fault diagnosis
algorithm which allows each module in the distributed
system to diagnose its faults independently unless com-
pletion of a task requires the use of coupled components.
In the case of coupling, modules communicate with each
other to accurately diagnose the fault. The distributed
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fault diagnosis algorithm recovers the monolithic diagnosis
information at the cost of communication and growing
communication overhead. To mitigate that problem, we
present an improved version of the algorithm that signif-
icantly reduces the communication overhead. Finally, we
introduce the software toolbox (written in MATLAB and
integrated with AT&T Graphviz) and we present a case
study of an example of aHeating, Ventilation and Air-
Conditioning Systemwhere we use the software tool for
modeling and analysis of the system.

Index Terms— Fault diagnosis, distributed algorithms,
Petri nets, software implementation.

I. I NTRODUCTION

This paper addresses the problem of detecting and
isolating faults or other significant events in the behavior
of a modular dynamic system that is modeled as a
set of interacting Petri net modules. The events to be
diagnosed, referred to as “faults” hereafter, are modeled
as unobservable events in the respective system modules.
Events are unobservable when they are not directly
recorded by the sensors attached to the system. The
common places among the set of Petri nets modeling a
system capture coupling of various system components.
The objective is to diagnose the occurrence of fault
events based on the sequence of observed events and
on the structure of the respective Petri net modules and
their coupling by common places. It is sought to obtain
a distributed diagnosis algorithm that takes advantage of
the modular structure of the system.

The problem of fault diagnosis for discrete-event
systems has received considerable attention in the last
decade and diagnosis methodologies based on the use of
discrete-event models have been successfully used in a
variety of technological systems ranging from document
processing systems to intelligent transportation systems;
see [1] and the references therein. The methodology
termed the “Diagnoser Approach”, introduced in [2] and
subsequently extended in several works including [3],
[4], is of particular relevance to the present paper. The
key feature of the Diagnoser Approach is the use of a
special discrete-event process called thediagnoser. The
diagnoser is built from the system model and is used to
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(i) test the diagnosability properties of the system and (ii)
perform on-line monitoring of the system for the purpose
of fault diagnosis. The above references regarding the
Diagnoser Approach are all based on the use of automata
models for the system under consideration, leading to the
construction of automata diagnosers.

This paper is concerned with discrete-event systems
that are modeled by Petri nets. The use of Petri nets
instead of automata offers potential advantages in sys-
tem modeling and analysis, especially in terms of the
distributed representation of the system state and of the
ability to represent coupling of system components by
means of common places.

Petri net models have been employed to solve prob-
lems of state observability, system monitoring, alarm
analysis, and fault diagnosis in several works, including
[5], [6], [7], [8], [9], [10], [11]. However, to the best of
our knowledge, our DDC-2 and DDC-M algorithms are
the first to explore the extension of the Diagnoser Ap-
proach of [2] to modular discrete-event systems modeled
by Petri nets.

Systems possessing modular structures are receiving
more and more attention in the recent literature on diag-
nosis, verification, and control of discrete-event systems;
see, e.g., [4], [8], [9], [12], [13]. The suitability of Petri
nets to model distributed systems was a key motivation
for the use of Petri net structures in the work in [8]
on alarm supervision in telecommunication networks.
The same consideration motivates our choice of Petri net
structures as a means to mitigate the combinatorial ex-
plosion that occurs when modular models are converted
to monolithic ones. Our approach is different from that
in related work such as [4], [8], [13], [14] and thus our
work is complementary to these references.

Our investigations on the problem of fault diagnosis
of Petri nets were first reported in [15] where the
notion ofcentralized(monolithic) Petri net diagnosers is
introduced. Petri net diagnosers serve the same purpose
as the automata diagnosers in [2] for on-line monitoring
and diagnosis of a system, but they are based on the same
Petri net structure as the system model, unlike diagnoser
automata which require a conversion of the system model
from nondeterministic to deterministic. Our initial work
reported in [15] also considered systems composed of
two Petri nets sharing a set of common places, leading
to a distributed diagnosis algorithm with communication
abbreviated as “DDC-2” hereafter.1 In this paper, we
consider the case of modular systems consisting of a
setof M place-bordered Petri nets. We present two new

1DDC-2 is denoted by DDC in [15]; the “-2” label has been added
in this paper for the sake of clarity.

algorithms, one termed DDC-M, that extends DDC-2
to the case of multiple modules, and the other termed
DDC-M with fixed-size message labelswhich uses an
encoding of messages and significantly improves upon
the real-time communication requirements. A prelimi-
nary version of DDC-M, without message encoding, is
presented without a correctness proof in [16]. Clearly,
the monolithic approach is a special case of the modular
approach where the set of place-bordered Petri nets is a
singleton.

Our objectives in the case of the modular approach
are: (i) to perform on-line diagnosis of faults in each
module and (ii ) to recover the monolithic diagnosis
information obtained when all the modules in the system
are combined into a single module that preserves the
behavior of the underlying modular system. The first
objective requires a Petri net diagnoser to be attached
to each module in the system. Each Petri net diagnoser
has local information on the structure of the module, and
observes and diagnoses the fault types of the module
it is attached to. The diagnoser has shared information
on its places that are coupled with other modules in
the system. The second objective requires the Petri net
diagnosers to communicate among each other. Each
communicating Petri net diagnoser sends messages to
the diagnosers it is coupled with when a change occurs
in the shared information (i.e., a change in the token
count of common places) upon observation of an event.
The communication of messages triggers the other diag-
nosers to update their diagnosis information based on the
change in the shared information. The communication
and update of the diagnosis information are the two key
features that allow the modular diagnosis approach to
correctly recover the monolithic diagnosis information.
In general, a modular approach that does not consider
the coupling of modules through shared information in-
correctly estimates the monolithic diagnosis information.
We present in Figure 1 the general architecture of the
modular diagnosis approach described so far.

Diagnoser

Communication Channel

Diagnostics

Module #1 Module #2 Module #M

Diagnoser Diagnoser. . .

. . .

Communication

Messages

Observations

System Model

s So,1 10 s So,2 20 s So,M M0

Fig. 1. General architecture of modular diagnosis approach.

The remainder of this paper is organized as follows.
In Section II, we start with a brief summary of terms
used throughout the paper. In Section III, we state the
problem of fault diagnosis. The distributed diagnosis al-
gorithm is based on communicating Petri net diagnosers.
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The structure and dynamics of communicating Petri net
diagnosers are defined in Section IV. In Section V, we
present the first version of our distributed algorithm
with communication for diagnosing systems composed
of M modules, DDC-M whereM ≥ 2. For the sake of
clarity of presentation, this initial version does not use
encoding of messages. In Section VII, we state results
about the correctness of the DDC-M. In Section VIII,
we present the DDC-M with fixed-size message labels.
In Section IX, we study an example of anHeating,
Ventilation and Air-Conditioning System. which consists
of a valve, pump and load module. Finally, in Section X,
we give some concluding remarks. We give the proofs
of the results about the correctness of the DDC-M in
Appendix.

II. PRELIMINARIES

We start with some definitions (stated briefly since
they are standard; see, e.g., Chapter 4 of [17] for further
details). A Petri net graph is defined asN = 〈P,T,A,w〉,
whereP and T are finite sets of places and transitions,
respectively,A is the set of arcs from places to transitions
and from transitions to places, andw : A→ Z+ is the
weight function on the arcs. We denote byW(P, t) the
row vector of size equal to the number of places inP
and whoseith column is equal tow(t, pi)−w(pi , t) where
pi ∈ P and t ∈ T.

A labeled Petri net is defined as(N ,Σ, l ,x0), where
Σ is the set of events,l : T → Σ is the transition labeling
function, andx0 is the initial state. A transitiont ∈ T can
fire from x∈X, whereX is the state space of the labeled
Petri net, if and only ift is feasible (enabled) fromx.
Whent fires, the state transition functionf : X×T → X
gives the resulting state according to the usual Petri net
dynamics.

Some of the events inΣ are observable, i.e., their
occurrence can be observed (detected by sensors), while
the other events are unobservable; thusΣ = Σo∪Σuo. The
set of fault eventsΣ f is a subset ofΣuo. We partition the
set of faults into disjoint sets where each set corresponds
to a different fault type. This is because it might not be
necessary to detect and isolate uniquely every fault event,
but only the occurrence of one among a subset (type) of
fault events. We denote byΣFk the set of fault events
corresponding to a typek fault.

III. PROBLEM STATEMENT

As was mentioned earlier in the introduction, the
system to be diagnosed is modeled as a collection of Petri
nets (modules) coupled with each other through common
places. The choice of Petri nets to model a system with

a modular structure is a natural one. Examples of Petri
nets coupled by means of common places, hereafter
called place-bordered Petri nets, are found in many
industrial applications such as automated manufacturing
and communication systems; see, e.g., [18], [19], [20],
[21].

Formally, the system to be diagnosed is the setS of
place-bordered Petri nets defined as

S = {(Mm,Pm) : m= 1,2, . . . ,M} (1)

where
Mm = (Nm,Σm, lm,xm

0 ), (2)

is a labeled Petri net and

Pm = {Pm,i ⊆ Pm : i = 1,2, . . . ,M and i 6= m} (3)

is a set of subsets ofPm where each subsetPm,i is the set
of common places between modulem, Mm, and module
i, Mi . By definition, the transition sets of theNm Petri
net graphs are mutually disjoint.

We assume that the place-bordered Petri nets in the
system operate as a single entity. Intuitively speaking,
there is a global clock which sets the order in which
modules execute their observable events during the oper-
ation of the system. We present in Figure 2 a conceptual
view of a system of six place-bordered nets. In the figure,
we draw dashed lines between the modules and put
the common places on these dashed lines to illustrate
the fact that the modules are isolated from each other
except for the common places. We present in Figure 3
the implementation of the modular approach on a system
of six place-bordered Petri nets. In the figure, we illus-
trate with a box the communicating Petri net diagnoser
attached to a module and with the arrows drawn between
the diagnosers the communication channels linking the
diagnosers that have common places.
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Fig. 2. System with six place-bordered nets.

The modular approach has a certain amount ofrobust-
nessover the monolithic one, since each diagnoser in the
modular approach has local knowledge of the monolithic
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Fig. 3. System with six place-bordered nets.

system. The approach also has practical advantages in the
sense that the modules are isolated from each other and
do not share any structural information. When replacing
one or several modules in the system, the rest of the
modules in the system and the corresponding diagnosis
devices stay the same as long as the information shared
is not changed.

In the rest of the paper, we present in detail our
modular diagnosis approach that achieves the objectives
described in the introduction and restated in this section.
We also define a method that implements a coding
technique to reduce the size of the messages commu-
nicated while still recovering the monolithic diagnosis
information.

IV. COMMUNICATING PETRI NET DIAGNOSERS

As was mentioned in Sections I and III, the commu-
nicating Petri net diagnosers introduced in [15] serve the
same purpose as the automata diagnosers introduced in
[2] for on-line diagnosis of faults or other significant
events in behavior of the system. However, commu-
nicating Petri net diagnosers and automata diagnosers
have different structures. A communicating Petri net
diagnoser inherits the Petri net structure of the underly-
ing system whereas an automaton diagnoser is obtained
by an algorithm that incorporates the conversion of a
nondeterministic automaton to a deterministic one. The
diagnoser and the underlying net to be diagnosed have
the same structure, but they do not have the same
dynamics.

A communicating Petri net diagnoser, upon observa-
tion of an event, estimates the states the system could
be in. Thus, a communicating Petri net diagnoser state
contains a set of system states. The diagnoser state
also carries diagnosis information, i.e.,fault label, that
provides information on the fault types that may have oc-
curred. Moreover, a communicating Petri net diagnoser
has a priori information on its common places with the
other (neighbor) modules in the system. The diagnoser

memorizes the history of changes on the common places
for each neighbor module and stores this history in
the diagnoser state during the operation of the system.
Since it is this history of changes that is communicated
between the diagnosers, we call the corresponding part
of the diagnoser statemessage label. Thus, in general, a
communicating Petri net diagnoser state contains three
parts: (i) a set of system states, (ii) fault label, and (iii)
message labels for each neighbor module. In the case
of a single module, the diagnoser state does not have
the message label part since there is no other module to
communicate with.

We now present the formal definitions of the structure
and the dynamics of communicating Petri net diagnosers.
We also restate the required knowledge on Petri net
diagnosers to form a complete set of equations correctly
describing communicating Petri net diagnosers.

In order to perform modular diagnosis weassumethe
following three conditions on the place-bordered Petri
nets: (i) for each moduleMm∈S , there exists another
module Mn ∈ S such that the set of common places
betweenMm and Mn, Pm,n, is not the empty set, (ii )
∀Mm ∈ S , ∃Mn ∈ S , Σm∩ Σn = /0, (iii ) ∀Mm ∈ S ,
∀t ∈ Tm, if t puts tokens into or removes tokens from
Pm,n for someMn∈S , thenlm(t)∈Σo,m. The motivation
for labeling transitions putting tokens into or removing
tokens from the common places with observable events
is to allow communication between diagnosers to be
triggered by observable events.

As was explained in Section III, we attach a com-
municating Petri net diagnoser to each module in the
setS of place-bordered Petri nets that form the system
(see, e.g., Figure 3). We denote the diagnoser attached
to module (Mm,Pm) with the pair (Dm,Pm) where
Dm =(Nm,Σm, lm,xd,m

0 ,∆ f ,m), ∆ f ,m is the set of fault types
of Dm, andPm is as defined in Equation (3). The set of
communicating Petri net diagnosers for the set of place-
bordered Petri netsS is denoted bySD .

The type of communicating Petri net diagnosers we
study in this paper were first defined in [15]. The com-
municating Petri net diagnosers in this paper differ from
those in [15] in terms of the structure of message labels.
We present the salient features of these diagnosers.

The diagnoser statexm
d of moduleDm∈SD is a matrix

of the form



− | − | −
xm

s (i) | xm
f (i) | xm

l (i)
− | − | −


 (4)

wherexm
s (i) denotes the state in rowi of diagnoser state

xm
d , xm

f (i) denotes the corresponding fault label, andxm
l (i)

denotes the corresponding message label. The state part
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xm
s (i) of each rowi corresponds to one possible state of

Mm following the occurrence of the observed sequence
of events.

The diagnoser state transition function ofDm∈SD is
of the form fd,m : Xm

d ×Σo,m→Xm
d , whereXm

d is the state
space ofDm. Given the diagnoser statexm

d ∈ Xm
d and the

observable eventa∈Σo,m, then fd,m(xm
d ,a) is defined only

if there exists somet ∈ Tm labeled with the observable
eventa and enabled from the state part of some rowi
of xm

d . In that case,fd,m(xm
d ,a) is the listing of elements

in the set
∪u∈Sm(xm

d ,a)URm(u), (5)

where: (i) Sm(xm
d ,a) is the set of states with the corre-

sponding fault and message labels reached from the rows
of xm

d by firing transitions labeled with the observable
event a in Mm; and (ii) URm(u) is the set of states
with the corresponding fault and message labels reached
from u by firing the enabled transitions labeled with
unobservable events. Let there beI rows inxm

d . Formally,
we have

Sm(xm
d ,a) = ∪1≤i≤I ∪t∈Bm(xm

d (i),a)

{(um
s |um

f |um
l ) : um

s = fm(xm
s (i), t), um

f = xm
f (i),

∀Mn ∈S \Mm such thatPm,n 6= /0,

um
l (Pm,n) = [xm

l (i,Pm,n) W(Pm,n, t)]}, (6)

whereBm(xm
d (i),a) is the set oft ∈Tm enabled fromxm

d (i)
and labeled witha∈ Σo,m, andWPm,n(t) is the weighting
vector fort and the common placesPm,n of Mm andMn.

We define the unobservable reach for eachu ∈
Sm(xm

d ,a) as

URm(u) = {(ys|yf |yl ) : ∃t ∈ T∗m, lm(t) ∈ Σ∗uo,m,

(ys = fm(us, t)),∀k∈ ∆ f ,m(
yf (k) =

{
1, if l(t) contains an event inΣFk,
uf (k), otherwise,

)
,

and (yl = ul )}. (7)

Fault labels are used as in automata diagnosers to
memorize the occurrence of a fault event in the diagnoser
state. Overall, in the fault label of a diagnoser state,
each column corresponds to a fault type. Examination
of a given column of the fault label in a diagnoser
state reveals the current status of the diagnosis of the
corresponding fault type (sayFk): (i) all rows have label
0 implies that a fault of TypeFk did not occur; (ii) some
rows have label 0 and some rows have label 1 implies
that a fault of TypeFk possibly occurred (“Fk-uncertain
state” in the terminology of [2]); (iii) all rows have label
1 implies that a fault of TypeFk occurred for sure (“Fk-
certain state” in the terminology of [2]).

The definition of message label is embedded in Equa-
tions (6) and (7). This is because the message label is
based on the state evolution of the labeled Petri net and
is formed using the structure of the Petri net graph. For
convenience, we divide the message label into different
parts where each part pertains to common places (if any)
between two given modules.

We now present an example to illustrate the main
notions and notation introduced in this section.

Example 1:Suppose thatMm and Mn are two cou-
pled modules inS . The diagnoser statexm

d for Dm is of
the following form

xm
d =




a1 | h1 | α1 : γ1

a2︸︷︷︸ | h2︸︷︷︸ | α2︸︷︷︸ : γ2


,

xm
s xm

f xm
l (Pm,n)

(8)

whereαi for i = 1,2 denotes the message label between
the modulesDm and Dn, γi for i = 1,2 denotes the
message label for all modulesMn′ ∈S that are coupled
with Mm andn′ 6= n.

Suppose that the eventσo ∈ Σo,m is observed and the
next diagnoser state ofDm is ym

d = fd,m(xm
d ). Let t1 andt2

be enabled from the first and second row ofxm
d , respec-

tively, andlm(t1) = lm(t2) = σo, i.e., t1, t2∈Bm(xm
d (i),σo).

Let wi = W(Pm, ti) and wi(Pm,n) = W(Pm,n, ti) for all i =
1,2. In words, wi denotes the difference between the
number of tokens put into and removed from the places
of Mm when ti is fired from ai , and wi(Pm,n) denotes
the part ofwi that corresponds to the common places
betweenMm and Mn. Then, the set of states reached
from ai by firing transitionti labeled with the observable
eventσo is formed by Equation (6) as follows

Sm(xm
d ,σo)={(a1+w1 | h1| α1 w1(Pm,n) : γ ′

1),

(a2+w2 | h2 | α2 w2(Pm,n) : γ ′
2)},

whereγ ′
i(Pm,n′) = [γi(Pm,n′) wi(Pm,n′)] for i = 1,2 and for

all modulesMn′ ∈S coupled withMm exceptMn.
Suppose that there existsti ∈ T∗m where l(ti) ∈ Σ∗uo,m

such thatti is enabled fromai +wi for i = 1,2. Let wi =
W(Pm, t i) and wi(Pm,n) = W(Pm,n, t i) for i = 1,2. Then,
the unobservable reach, defined by Equation (7), is

URm(Sm(xm
d ,σo))=

{(a1+w1 | h1 | α1 w1(Pm,n) : γ ′
1),

(a2+w2 | h2 | α2 w2(Pm,n) : γ ′
2),

(a1+w1+w1 | h′1 | α1 w1(Pm,n) : γ ′
1),

(a2+w2+w2 | h′2 | α2 w2(Pm,n) : γ ′
2)} (9)

where for all k ∈ ∆ f ,m h′i(k) = 1 if lm(ti) contains an
event in ΣFk, otherwiseh′i(k) = hi(k) for i = 1,2. The
unobservable reach does not result in a change in mes-
sage labels, since by assumption the transitions removing
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tokens from or putting tokens into common places are
labeled with observable events. As stated in Equation (5),
the next diagnoser stateym

d = fd,m(xm
d ,σo) is the listing

of the elements ofURm(Sm(xm
d ,σo)) in Equation (9).¤

The module and corresponding diagnoser have the
same Petri net graph. Since the modules do not have
disjoint sets of places, they can effect each other’s states
via the common (shared) places. If diagnosers are not
informed of each others token additions/removals for the
common places, then they incorrectly estimate the mono-
lithic diagnoser state. Thus, they incorrectly estimate the
fault information. As stated in the previous sections,
we overcome this problem by defining a communication
protocol between diagnosers.

In the following section, when we define the com-
munication protocol, we will need the following nota-
tion for prefixes and suffixes of message labels. Sup-
poseym

d = fd,m(xm
d ,a) for somexm

d ∈ Xm
d and a ∈ Σo,m.

Then, for someMn ∈ S and rows i, j of xm
d , ym

d ,
respectively, if ym

l ( j,Pm,n) = (xm
l (i,Pm,n) W(Pm,n, t)),

then ym
l ( j,Pm,n).P f x = xm

l (i,Pm,n) and ym
l ( j,Pm,n).S f x=

W(Pm,n, t).

V. COMMUNICATION PROTOCOL

We now formalize our algorithm for Distributed Di-
agnosis with Communicating Petri net diagnosers for a
system withM modules. At this point, we are presenting
a version of DDC-M where messages grow each time an
observable event forces a communication. The purpose
of presenting this version of the DDC-M is to illustrate
the key features of our approach to distributed diagnosis
with communication. In Section VIII, we present a
modified version of DDC-M with messages of fixed-size,
which is much preferable for implementation purposes.

DDC-M is composed of Algorithms 1 and 2 which
are presented below. Algorithm 1 pertains to diagnoser
state updates and if necessary generation of messages
upon occurrence of an observable event at one module.
Algorithm 2 pertains to diagnoser state updates upon
reception of a message from another module. Pseudo-
code descriptions of Algorithms 1 and 2 are given in
the tables below. We provide some explanations for the
different lines in these two algorithms.

Algorithm 1: Line 1 considers that an observable
eventσor has occurred. The module the event occurs at
is identified in line 2 and called hereafter themaster
module. In line 3, the diagnoser state of the master
module is updated for the observed event according to
the diagnoser state transition function. Then, all other
modules that have common places with the master mod-
ule, referred to as theneighbormodules hereafter, need
to be considered (line 4). For those neighbor modules

whose common places with the master module were
affected (addition and/or removal of tokens) by the
execution of the observable event, lines 6-12 need to be
performed. (Recall the assumption that transitions into
common places are labeled by observable events.) In
lines 6-12, the appropriate message for the communi-
cation from the master module to the neighbor module
is constructed. This message consist of the message
labels of the relevant rows of the master’s diagnoser
state, namely the rows for which tokens were removed
and/or added in common places. Note that each row of
the message is composed of a prefix (previous message
label) and a suffix (most recent update on common
places). The resulting of a message on the diagnoser
state of the neighbor module is captured by the function
UDSC in line 13, which is evaluated by Algorithm 2.

Algorithm 2: The algorithm is triggered by the re-
ception of a message by a given module, which will
result in an update of the diagnoser state at that module.
The new diagnoser state is initialized in line 1. Then,
the algorithm loops over the rows of the prefix part
of the message received (line 2) and over the rows of
the current message label in the diagnoser state (line 3)
in order to find matches (line 4). Each match triggers
the construction of a new row for the module’s updated
diagnoser state (lines 5 to 9). The construction of this
row involves using the suffix of the message received
to update to state of the common places affected and
leaving the states of the other places unchanged (line 5).
The fault label of the new row is carried over from that of
the row that triggered the match since the event involved
in the transition is an observable event (line 6). The suffix
of the message received is appended to the appropriate
part of the message label of the new row (line 7) while
the rest of the message label is carried over (lines 8 and
9). The complete row constructed as described is added
to the updated diagnoser state (line 11). The listing of all
rows constructed by the above process for all matches in
line 4 is the value returned by the functionUDSC. Note
that it is not necessary to perform the unobservable reach
since we assume that transitions removing tokens from
the common places are labeled by observable events.

We present an illustrative example to better understand
the steps of Algorithms 1 and 2.

Example 2:Suppose thatMm and Mn are two cou-
pled modules inS . The diagnoser statesxm

d and xn
d of

Dm andDn, respectively, are given as follows:

xm
d =




a1 | h1 | α1 : γ1

a2 | h2 | α2︸︷︷︸ : γ2


,

xm
l (Pm,n)

(10)

whereαi for i = 1,2 denotes the message label between
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Algorithm 1 Distributed Diagnosis with Communication
1: Upon occurrence of an observable eventσor
2: Find Mm such thatσor ∈ Σm,
3: xm

d,r ← fd,m(xm
d,r−1,σor),

4: for all Dn ∈SD such thatPm,n 6= /0 do
5: if {W(Pm,n, t)|t ∈ Bm(xm

d,r−1,σor)} 6= {~0} then

6: Mesgm,n ←{ },
7: for all j=1: Number of rows ofxm

l ,r do

8: Mesgm,n.P f x( j)← xm
l ,r ( j,Pm,n).P f x,

9: Mesgm,n.S f x( j)← xm
l ,r ( j,Pm,n).S f x,

10: Mesgm,n( j)← (Mesgm,n.P f x( j),Mesgm,n.S f x( j)),
11: end for
12: Send all different rows ofMesgm,n,
13: xn

d,r ←UDSC(xn
d,r−1,Mesgm,n),

14: end if
15: end for

Algorithm 2 Update of Diagnoser State upon Commu-
nication
Require: xn

d,r−1,Mesgm,n

1: Xn
d,r ←{ },

2: for all i = 1 : Number of rows ofMesgm,n.P f x do
3: for all j = 1 : Number of rows ofxn

l ,r−1(Pm,n) do

4: if Mesgm,n.P f x(i) == xn
l ,r−1( j,Pm,n) then

5: ys(Pm,n)← xn
s,r−1( j,Pm,n)+Mesgm,n.S f x(i),

ys(P(n)\Pm,n)← xn
s,r−1( j,Pn \Pm,n)

6: yf ← xn
f ( j)

7: yl (Pm,n)← (xn
l ,r−1( j,Pm,n) Mesgm,n.S f x(i))

8: for all Dq ∈ (SD \Dm) such thatPn,q 6= /0 do
9: yl (Pn,q)← xn

l ,r−1( j,Pm,n)

10: end for
11: Xn

d,r ← Xn
d,r ∪

[
ys|yf |yl

]

12: end if
13: end for
14: end for
15: UDSC(xn

d,r−1,Mesgm,n)← Listing of the setXn
d,r

the modulesDm andDn (i.e.,Pm,n 6= /0), andγi for i = 1,2
denotes the message labels for allDn′ ∈SD that Dm is
coupled with exceptDn′ ;

xn
d=




b1 | k1 | β1 : δ1

b2 | k2 | β2︸︷︷︸ : δ2


,

xn
l (Pm,n)

(11)

whereβi for i = 1,2 denotes the message label between
the modulesDm andDn and,δi for i = 1,2 denotes the
message labels for allDm′ ∈SD thatDn is coupled with
exceptDm′ .

Suppose that the eventσo ∈ Σo,m is observed, then
the new diagnoser stateym

d = fd,m(xm
d ,σo) of Dm is

constructed as shown in Example 1 and is in the form

ym
d =




a1+w1 | h1 | α1 w1(Pm,n) : γ ′
1

a2+w2 | h2 | α2 w2(Pm,n) : γ ′
2

a1+w1+w1 | h′1 | α1 w1(Pm,n) : γ ′
1

a2+w2+w2 | h′2 | α2 w2(Pm,n) : γ ′
2




. (12)

Suppose thatwi(Pm,n) for i = 1,2 are not vectors of
zeros. That is, the occurrence ofσo results in a change
in the token distribution of the common places between
the modulesDm and Dn. Then, the occurrence ofσo

triggers a communication betweenDm andDn.

Since by assumptionσo ∈ Σo,m, Dm is the master
module. Then, upon occurrence ofσo, Dm sends a
message toDn. The message is the message label ofDm

for Dn. The message label, extracted from the diagnoser
stateym

d in Equation (12), is as follows:

ym
l (Pm,n)=


 α1 w1(Pm,n)

α2 w2(Pm,n)


. (13)

Suppose thatβ1 = α1 andβ2 = α2. Upon reception of
the messageDn updatesxn

d to yn
d based on the message

from Dm (as defined in Algorithm 2) as follows

yn
d=




b′1 | k1 | β1 w1(Pm,n) : δ1

b′2 | k2 | β2 w2(Pm,n)︸ ︷︷ ︸ : δ2


,

xn
l (Pm,n)

(14)

where b′i(Pm,n) = bi(Pm,n) + wi(Pm,n) and b′i(Pn \Pm,n) =
bi(Pn\Pm,n) for i = 1,2, and

yn
l (Pm,n)=


 β1 w1(Pm,n)

β2 w2(Pm,n)


 (15)

is the updated message label forDn.
The fault labelsyn

f and xn
f are the same since by

assumption the fault types for each module are disjoint
and the transitions removing tokens from or putting to-
kens into the common places are labeled with observable
events.¤

VI. M ONOLITHIC PETRI NET DIAGNOSERS

A brief review of the section on monolithic Petri
net diagnosers in [15] is required for completeness of
the results presented in Section VII that follows. If
the set of place-bordered nets is a singleton, then we
say that the system to be diagnosed is monolithic and
the corresponding diagnoser is a monolithic Petri net
diagnoser. Monolithic Petri net diagnosers have states
that do not carry message labels since those are not
needed in that case. We may form a monolithic system
by combining the modules in a set of place-bordered
nets. Formally, we have

CS = (〈P,T,A,w〉,Σ, l ,x0),

where S = {(Mm,Pm) : m = 1,2, . . . ,M}. We form
the set of places of the monolithic system asP =⋃

m∈{1,2,...,M}Pm. Similarly for T, A, Σ. For each module
Mm∈S , we havew|Am = wm, l |Tm = lm, andx0(Pm) = xm

0 .
We denote the monolithic Petri diagnoser ofCS by
Cd,S .
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VII. C ORRECTNESSRESULTS

In this section, we present correctness results for
DDC-M. The proofs of the results in this section are
given in the appendix. The following lemma shows that,
if for some rows of the diagnoser states of two place-
bordered modules the message labels are the same, then
for those rows the state information of the common
places between those two modules must be the same.
Later in the section, we use the result of Lemma 1 to
define themergeoperation that leads to the main result
of the section.

Lemma 1:Given the set of place-bordered netsS ,
and the set of corresponding diagnosersSD , let {xm

d,R :
m = 1,2, . . . ,M} be the set of diagnoser states of the
modulesDm ∈ SD after the sequenceσo1σo2 . . .σoR of
observable events whereR∈ N. For all Dn ∈SD such
that Pm,n 6= /0 if xm

l ,R(i,Pm,n) = xn
l ,R( j,Pm,n) for some rows

im and in, thenxm
s,R(im,Pm,n) = xn

s,R(in,Pm,n).
In view of Lemma 1, we define an operation called

mergethat combines the diagnoser states of the modules.
Definition 1 (Merge):Given the set of place-bordered

netsS and the set of corresponding diagnosersSD , let
xm

d be the diagnoser state ofDm∈SD for m= 1,2, . . . ,M
after some sequence of observable events. We define the
merge operation on these states recursively as follows:

1) Merge of two diagnoser states,Dm,Dn ∈ SD .
There are two cases:

a) Pm,n = /0. In this case for all rowsim, in of xm
d

andxn
d, respectively,

(xm
s (im,Pm),xn

s(in,Pn) | xm
f xn

f )
∈Merge(xm

d ,xn
d)(Pm∪Pn | ∆ f ,m∪∆ f ,n).

b) Pm,n 6= /0. In this case for all rowsim, in of xm
d

and xn
d, respectively, such thatxm

l (im,Pm,n) =
xn

l (in,Pn,m),

(xm
s (im,Pm),xn

s(in,Pn\Pm) | xm
f xn

f )
∈Merge(xm

d ,xn
d)(Pm∪Pn | ∆ f ,m∪∆ f ,n).

2) Let Dm,Dn,Dq ∈SD . Then,

Merge(xm
d ,xn

d,x
q
d) = Merge(Merge(xm

d ,xn
d),x

q
d).

The intuition behind the merge of diagnoser states of
place-bordered modules is to form composed states by
concatenating rows whose message labels match (case
(1)(b)). This constraint is waved when the modules are
not coupled, since all combinations of rows are possible
(case (1)(a)).

In the rest of this section, we present the relations
between the monolithic system formed by combining
the modules in a set of place-bordered nets and the

distributed diagnosis system where a diagnoser is at-
tached to each place-bordered net and communication
is allowed between the diagnosers.

In the following lemma, we state that if a sequence of
observable events is feasible in the monolithic system,
then the merge of the diagnoser states of the place-
bordered modules will not result in an empty set.

Lemma 2:Given the set of place-bordered netsS ,
and the set of corresponding diagnosersSD , let {xm

d,r :
m = 1,2, . . . ,M} be the set of diagnoser states of the
modulesDm ∈SD and CS be the the monolithic Petri
net formed by combining the modules inS wherer ∈
N. If the sequence of observable eventsσo1σo2 . . .σor is
feasible inCS , thenMerge(xm

d,r : Dm∈SD) 6= /0.
The following theorem states that DDC-M is cor-

rect in the sense that the merge operation recovers
the corresponding monolithic diagnoser state. That is,
when the token distribution of a set of common places
changes, the change in the token distribution and the past
history along which the change has occurred is sent via
message labels. Thus, in a way, message labels not only
record the history of changes but also create a common
knowledge of shared history among the modules in the
system. Then, if we concatenate rows whose message
labels match as it is defined by the merge operation, we
combine exactly the rows with the very same history and
form the monolithic diagnoser state.

Theorem 1:Given the set of place-bordered netsS ,
and the set of corresponding diagnosersSD , let {xm

d,r :
m = 1,2, . . . ,M} be the set of diagnoser states of the
modulesDm ∈SD and Xd,r be the set of states of the
monolithic diagnoser statexd,r of CS after observation
of the feasible sequenceσo1σo2 . . .σor wherer ∈N. Then,

Merge(xm
d,r : Dm∈SD) = Xd,r .

VIII. I MPLEMENTATION OF DDC-M: FIXED-SIZE

MESSAGELABELS

The version of Algorithm DDC-M presented in Sec-
tion V recovers the monolithic diagnosis information at
the cost of communication and growing message labels.
The size of the message label is bounded by the number
of common places and the number of observable events
executed by the system. Thus, observations of longer se-
quences of events result in longer message labels. There
are several ways to reduce the communication overhead
by reducing the size of the message labels while still
recovering the monolithic diagnosis information. In this
regard, we now present an encoding-based method which
serves this purpose and results in fixed-size message
labels. We first describe the structure of the message
labels and how the encoding makes it possible to have
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fixed-size messages and message labels. Secondly, we
update the DDC-M algorithm to reflect the changes in
the messages and message labels. We continue with
an example showing the implementation of the updated
DDC-M algorithm. We conclude the section by proving
the correctness of the updated algorithm in the sense
that the merge operation still recovers the monolithic
diagnoser state after observation of a sequence of events.

Suppose that the set of place-bordered netsS is the
system to be diagnosed andσo1σo2 . . .σoR is the sequence
of events observed. LetMm,Mn ∈ S be two place-
bordered nets with corresponding common placesPm,n

where Pm,n 6= /0. We define the setΩR
m,n of words such

that each wordω ∈ ΩR
m,n is a combination of elements

from the finite setCm,n = {Wm(t,Pm,n) : t ∈ Tm} and the
length of the word is at mostR. Formally, we have

ΩR
m,n = {ω1ω2 . . .ωk : ∀1≤ i ≤ k, ωi ∈Cm,n

and1≤ k≤ R whereR∈ N}. (16)

The elements ofCm,n are vectors of size|Pm,n| and
correspond to all possible changes in the token distribu-
tion of the common places upon firing of a transition.
The setCm,n is finite since the arcs removing tokens
from or putting tokens into the common places are of
finite weight, and there is a finite number of observable
transitions removing tokens from or putting tokens into
the common places. Thus, each wordω ∈ ΩR

m,n is a
possible combination of changes that may occur in the
common places upon observation of a sequence ofR
events. Ifxm

l ,R is the message label after observation of a
sequence ofR events, then each row ofxm

l ,R corresponds
to a word in the setΩR

m,n.
Our goal is to find a functiongR : ΩR

m,n → N for all
R∈Z>0 such thatgR is injective. One such function is the
enumeration of the different words inΩR

m,n, starting with
1, that corresponds to the enumeration of the different
rows of xm

l ,R. We describe such an injective enumeration
in Definition 2. Since our goal is to enumerate the
different rows of a message label and message labels are
matrices, we define the enumeration of different rows of
a matrix instead of different elements of a set. When we
write En(xm

l ,R), we mean the enumeration of the different
rows of xm

l ,R as in Definition 2.
Definition 2 (Enumeration):Given a matrix A, we

denote byA(i) the ith row of A. Then, we defineEn
as follows:

1) En(A(1)) = 1;
2) For all i ∈ {2,3, . . . ,# of rows ofA},

En(A(i)) =





En(A( j)),∃ j ∈ {1,2, . . . , i−1}
such thatA( j) = A(i),

1+max{En(A( j)) : 1≤ j < i},
otherwise.

We update Algorithm 1 to 3 and Algorithm 2 to 4
to account for fixed-size message labels. The updated
algorithms evolve the message labels consistent with the
enumeration function described in Definition 2.

The formal statement of Algorithms 3 and 4 is given
below. In Algorithm 4, Mesgm,n.S f x(i,1) denotes the
columns ofMesgm,n.S f x that correspond to the changes
in the token distribution of the common places, and
Mesgm,n.S f x(i,2) denotes the column that corresponds
to the (new) enumeration.

Algorithm 3 Distributed Diagnosis with Communication
with Fixed-Size Message Labels

1: Upon occurrence of an observable eventσor
2: Find Mm such thatσor ∈ Σm,
3: zm

d,r ← fd,m(xm
d,r−1,σor),

4: xm
d,r ← zm

d,r ,

5: for all Dn ∈SD such thatPm,n 6= /0 do
6: xm

l ,r (Pm,n)← En(zm
l ,r (Pm,n)),

7: if {W(Pm,n, t)| t ∈ Bm(xm
d,r−1,σor)} 6= {~0} then

8: Mesgm,n ←{ },
9: for all j=1:# of rows ofzm

l ,r (Pm,n) do

10: Mesgm,n.P f x( j)← zm
l ,r ( j,Pm,n).P f x,

11: Mesgm,n.S f x( j)← (zm
l ,r ( j,Pm,n).S f x xml ,r ( j,Pm,n)),

12: Mesgm,n( j)← (Mesgm,n.P f x( j) Mesgm,n.S f x( j)),
13: end for
14: Send all different rows ofMesgm,n,
15: xn

d,r ←UDSC(xn
d,r−1,Mesgm,n),

16: end if
17: end for

Algorithm 4 Update of Diagnoser State upon Commu-
nication with Fixed-Size Message Labels
Require: xn

d,r−1,Mesgm,n

1: Xn
d,r ←{ },

2: for all i = 1 : Number of rows ofMesgm,n.P f x do
3: for all j = 1 : Number of rows ofxn

l ,r−1(Pm,n) do

4: if Mesgm,n.P f x(i) == xn
l ,r−1( j,Pm,n) then

5: ys(Pm,n)← xn
s,r−1( j,Pm,n)+Mesgm,n.S f x(i,1),

ys(P(n)\Pm,n)← xn
s,r−1( j,Pn \Pm,n),

6: yf ← xn
f ( j),

7: yl (Pm,n)←Mesgm,n.S f x(i,2),
8: for all Dq ∈ (SD \Dm) such thatPn,q 6= /0 do
9: yl (Pn,q)← xn

l ,r−1( j,Pm,n)

10: end for
11: Xn

d,r ← Xn
d,r ∪

[
ys|yf |yl

]

12: end if
13: end for
14: end for
15: UDSC(xn

d,r−1,Mesgm,n)← Listing of the setXn
d,r

Theorem 2:Theorem 1 is valid for the diagnoser
states obtained under Algorithms 3 and 4.

The proof of Theorem 2 is given in the appendix.
The key idea that results in the fixed-size message
labels is that the next state in a Petri net is uniquely
found by the current state and the changes in the token
distribution of the places. We now consider how this
idea is implemented while message labels are created.
In Algorithm 1, we form the message label of the next
diagnoser state by appending the changes on the common
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places to the message labels of the current diagnoser
state. However, in Algorithm 3, we uniquely encode the
message label found by the diagnoser state transition
function and the encoded message label is the message
label of the next diagnoser state. That is, the message
label of the next diagnoser state is a bijective function
of the message label of the current diagnoser state and
the changes on the common places. Algorithms 2 and
4 do not differ in structure as do Algorithms 1 and 3.
Algorithm 4 correctly updates the diagnoser states of the
neighboring states because we use a bijective function to
encode the message label.

In the following example, we illustrate the notion and
notations presented in this section while comparing the
steps of Algorithms 3 and 4 to 1 and 2.

Example 3: In Example 2, we derived the diagnoser
states when we run Algorithms 1 and 2. In this example,
we consider the same setting as in Example 2, however,
we derive the diagnoser states when we run Algorithms 3
and 4 instead. The state and fault labels of the diagnoser
states in this case are the same as the state and fault
labels given in Example 2. However, the message labels
and messages sent are changed. In the following, we go
over the steps of Algorithms 3 and 4 to find the changes
in the message labels.

Suppose thatMm and Mn are two coupled modules
in S . The diagnoser statesxm

d and xn
d of Dm and Dn,

respectively, obtained under Algorithms 3 and 4 have
same abbreviations asxm

d in Equation (10) andxn
d in

Equation (11), respectively.
In this example, we focus on the message labels

betweenDm andDn. We put the sign∗ for the message
labels for all modulesMn′ ∈S coupled withMm except
Mn and for all modulesMm′ ∈ S coupled withMn

exceptMm.
Suppose that the eventσo ∈ Σo,m is observed, then the

intermediate diagnoser statezm
d = fd,m(xm

d ,σo) is found
as follows

zm
d =




. | . | ϕ1 w1(Pm,n) : .

. | . | ϕ2 w2(Pm,n) : .

. | . | ϕ1 w1(Pm,n) : .

.︸︷︷︸ | .︸︷︷︸ | ϕ2 w2(Pm,n)︸ ︷︷ ︸ : .




.

xm
s xm

f zm
l (Pm,n)

(17)

Suppose that the encoding of the message label is as
follows

En(zm
l (Pm,n))=




1

2

1

2




. (18)

Then, the diagnoser stateym
d of Dm upon observation

σo is constructed as (the reader is encouraged to compare

to the diagnoser state in Equation (12) obtained under
Algorithm 3)

ym
d =




a1+w1 | h1 | 1 : .

a2+w2 | h2 | 2 : .

a1+w1+w1 | h′1 | 1 : .

a2+w2+w2 | h′2 | 2 : .




. (19)

The message sent fromDm to Dn is

Mesgm,n=




ϕ1 | w1(Pm,n) | 1

ϕ2︸︷︷︸ | w2(Pm,n)︸ ︷︷ ︸ | 2︸︷︷︸


,

Mesgm,n.P f x Mesgm,n.S f x(1) Mesgm,n.S f x(2)

Upon reception of the messageDn updatesxn
d to yn

d
based on the message fromDm (as defined in Algo-
rithm 4) as follows (the reader is encouraged to compare
to the diagnoser state in Equation (14) obtained under
Algorithm 4)

y n
d =




b′1 | k1 | 1 : .

b′2︸︷︷︸ | k2︸︷︷︸ | 2︸︷︷︸ : .


.

yn
s yn

f y n
l (Pm,n)

(20)

¤

IX. CASE STUDY

We developed a software implementation of DDC-M
and of the merge operation. The software interacts with
GraphViz developed by AT&T to visualize the labeled
Petri nets, diagnoser states (including the state, fault and
message information) and dynamics of the Petri nets and
the algorithms (if communications occur among mod-
ules, which module communicates with which module,
list of events enabled from the diagnoser states, etc.). All
the analysis results of the examples in this section are
performed using the software tool.

In the following, we study an example of anHeating,
Ventilation and Air-Conditioning System. We consider
the valve, pump and load models shown in Figs. 4, 5
and 6, respectively. Together they form the set of place-
bordered labeled Petri nets that constitute the overall
system. The sets of events of these place-bordered nets
are disjoint, hence, so are the sets of transitions. The
place-bordered nets of the valve, pump and load are
coupled with each other through common places. For
example, placec1 appears in both the valve and load
model in Figs. 4 and 6, respectively. Figure 7 shows the
coupling between the individual place-bordered nets for
the overall system. For all the labeled Petri nets in this
paper, the filled transitions are labeled with unobservable
events.

The set of events and the abbreviations in the
Fig. 4 to 6 for the events are as follows:Σo,1 =
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{closevalve(cv), openvalve(ov), stuckopen1(so1),
stuckopen2(so2), stuckclosed1(sc1), stuckclosed2
(sc2)}, Σo,2 = {start pump(st), stop pump(sp),
pump f ailed on 1( f n1), pump f ailed on 2( f n2),
pump f ailed o f f 1( f o1), pump f ailed o f f 2( f o2)},
Σo,3 = {set point decrease(spd), set point increase(spi),
f ailed o f f( f o f f)}.

vl_1

t4:cv

t5:ovt8:so1 t12:sc1

vl_2

t3:sc2 t6:ovt7:cv t11:so2

vl_3

t9:cv t10:ov

vl_4

t1:cv t2:ov

c_5 c_2c_2_1

c_1

c_1_1c_4

Fig. 4. Place-bordered net: Module#1 (valve).

pm_1

t4:sp

t5:stt8:fn1 t12:fo1

pm_2

t3:fo2 t6:stt7:sp t11:fn2

pm_3

t9:sp t10:st

pm_4

t1:sp t2:st

c_6 c_3c_3_1

c_2

c_2_1c_5

Fig. 5. Place-bordered net: Module#2 (pump).

load_1

t5:spd

t6:spi

load_2

t1:spit3:foff

load_3

t2:spd t4:foff

c_1c_1_1

c_4

c_3 c_3_1

c_6

Fig. 6. Place-bordered net: Module#3 (load).

Suppose that initially there is only one token at each of
the following places:c 1, c 1 1, vl 1, pm 1 and load 1.

Module#1

Module#2

c_2,c_2_1,c_5

Module#3

c_1,c_1_1,c_4

c_3,c_3_1,c_6

Fig. 7. Common places between the modules.

Then, the initial diagnoser states of the modules are
as follows as defined by the diagnoser state transition
function in Equations (5) to (7).

The initial diagnoser state ofD1 (the diagnoser
for Module#1) is shown in Equation 21, where each
digit in the rows of x1

s,0 correspond to the num-
ber of tokens in a place ofD1, and each digit
in the rows of x1

f ,0 corresponds a fault type of
D1. The ordering of the digits inx1

s,0 is as fol-
lows: c 1,c 1 1,c 2,c 2 1,c 4,c 5,vl 1,vl 2,vl 3,vl 4.
The ordering of digits inx1

f ,0 is F1 andF2, respectively,
where the event sets for the fault types are as fol-
lows: ΣF1,1 = {stuckopen1(so1), stuckopen2(so2)},
ΣF2,1 = {stuckclosed1(sc1), stuckclosed2(sc2)}.

x1
d,0=




1100001000 | 00

1100000010 | 10

1100000001 | 01


, x2

d,0=




0000001000 | 00

0000000010 | 10

0000000001 | 01


,

x3
d,0=

(
110000100 | 0

)
,

(21)
The initial diagnoser state ofD2 (the diagnoser

for Module#2) is shown in Equation 21, where
each digit in the rows ofx2

s,0 corresponds to the
number of tokens in a place ofD2, and each digit
in the rows of x2

f ,0 corresponds a fault type ofD2.
The ordering of the digits inx2

s,0 is as follows:
c 2,c 2 1,c 3,c 3 1,c 5,c 6, pm 1, pm 2, pm 3, pm 4.
The ordering of digits in x2

f ,0 is F1 and
F2, respectively, where the event sets for
the fault types are as follows: ΣF1,2 =
{pump f ailed on 1( f n1), pump f ailed on 2( f n2)},
ΣF2,2 = {pump f ailed o f f 1( f o1), pump f ailed o f f 2
( f o2)},

The initial diagnoser state ofD3 (the diagnoser
for Module#3) is shown in Equation 21, where each
digit in the rows of x3

s,0 corresponds to the num-
ber of tokens in a place ofD3, and each digit in
the rows of x3

f ,0 corresponds a fault type ofD3.
The ordering of the digits inx3

s,0 is as follows:
c 1,c 1 1,c 3,c 3 1,c 4,c 6, load 1, load 2, load 3. The
ordering of digits inx3

f ,1 is F1 where the event set for the
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fault type is as follows:ΣF1,3 = { f ailed o f f( f o f f)}.
The initial diagnoser states do not have message labels

by assumption. Thus, the diagnoser states in (21), (??)
and (??) have state and fault type information only.

The only observable event enabled isopenvalve. If
the eventopenvalve is observed, then applying Algo-
rithm 1, Module#1 finds the next diagnoser state using
the diagnoser state transition function and sends mes-
sages toModule#2andModule#3. Upon reception of the
messages,Module#2 andModule#3 update their current
diagnoser states according to Algorithm 2. Overall, the
diagnoser states obtained by Algorithms 1 and 2 are
presented in the following. The diagnoser state forD1 is

x1
d,1=




0110000001 | 01 | 100 : −100

0110000010 | 10 | 100 : −100

0110000100 | 00 | 100 : −100

1001000010︸ ︷︷ ︸ | 10︸︷︷︸ | 010︸︷︷︸ : 0−10︸︷︷︸


 ,

x1
s,1 x1

f ,1 x1
l ,1(P1,2) x1

l ,1(P1,3)
(22)

where each digit (with the minus sign) in the rows of the
message labelsx1

l ,1(P1,2) andx1
l ,1(P1,3) corresponds to the

difference between the number of tokens put into and
removed from a common place. The ordering of digits
for the message labels are as follows:c 2,c 2 1,c 5 for
x1

l ,1(P1,2), andc 1,c 1 1,c 4 for x1
l ,1(P1,3).

Upon reception of the message fromD1 after the
observation ofopenvalve, the diagnoser state forD2

is updated to (by following the steps of Algorithm 2)

x2
d,1=




0100000001 | 01 | 010 :

0100000010 | 10 | 010 :

0100001000 | 00 | 010 :

1000000001 | 01 | 100 :

1000000010 | 10 | 100 :

1000001000︸ ︷︷ ︸ | 00︸︷︷︸ | 100︸︷︷︸ : ︸︷︷︸




,

x2
s,1 x2

f ,1 x2
l ,1(P2,1) x2

l ,1(P2,3)

(23)

where each digit (with the minus sign) in the rows of the
message labelsx2

l ,1(P2,1) andx2
l ,1(P3,1) corresponds to the

difference between the number of tokens put into and
removed from a common place. The ordering of digits
for the message labels are as follows:c 2,c 2 1,c 5 for
x2

l ,1(P2,1), andc 3,c 3 1,c 6 for x2
l ,1(P2,3).

Upon reception of the message fromD1 after the
observation ofopenvalve, the diagnoser state forD3

is

x3
d,1=


 010000100 | 0 | −100 :

100000100︸ ︷︷ ︸ | 0︸︷︷︸ | 0−10︸︷︷︸ : ︸︷︷︸


,

x3
s,1 x3

f ,1 x3
l ,1(P3,1) x3

l ,1(P3,2)

(24)

where each digit (with the minus sign) in the rows of the
message labelsx3

l ,1(P2,1) andx3
l ,1(P3,1) corresponds to the

difference between the number of tokens put into and
removed from a common place. The ordering of digits
for the message labels are as follows:c 1,c 1 1,c 4 for
x3

l ,1(P3,1), andc 3,c 3 1,c 6 for x3
l ,1(P3,2).

The next enabled observable event isstart pump.
Upon its occurrence,Module#2 finds the next diagnoser
state using the diagnoser state transition function and
sends messages toModule#1 and Module#3. After the
observation ofstart pump and the diagnoser state up-
dates triggered by the reception of messages, the state
with fault information and message labels of the new
diagnoser states are as follows:

x1
d,2=




0100000001 | 01 | 100−100 : −100

0100000010 | 10 | 100−100 : −100

0100000100 | 00 | 100−100 : −100

1000000010 | 10 | 0100−10 : 0−10




(25)

x2
d,2=




0001000010 | 10 | 0100−10 : 010

0010000001 | 01 | 100−100 : 100

0010000010 | 10 | 100−100 : 100

0010000100 | 00 | 100−100 : 100




(26)

x3
d,2=




010100100 | 0 | −100 : 010

011000100 | 0 | −100 : 100

100100100 | 0 | 0−10 : 010

101000100 | 0 | 0−10 : 100




(27)

Upon the occurrence of the next observable event the
algorithm will proceed in the same manner to update the
respective diagnoser states.

An examination of the fault labels in the correspond-
ing columns of the above diagnoser states reveals that:(i)
x1

d,0, x1
d,1 andx1

d,2 are bothF1,1−uncertain(stuckopen1
or stuckopen2 could have happened but we do not
know for sure) andF2,1− uncertain, (ii) x2

d,0, x2
d,1 and

x2
d,2 are bothF1,2−uncertainand F2,2−uncertain, and

(iii ) x3
d,0, x3

d,1 andx3
d,2 are normal.

We now consider the case of fixed-size message labels.
Suppose that we observe the very same sequence of
events which starts with the eventopenvalve followed
by start pump, and we now run Algorithm 3 instead
of 1 and Algorithm 4 instead of 2. The state and fault
labels of the diagnoser states in this case are the same
with the state and fault labels given in Equations (21)
to (27). However, the message labels and messages sent
are changed. In the following, we go over the steps of
Algorithms 3 and 4 to find the changes in the message
labels.

The message labels of the initial diagnoser states are
all equal to1 by construction. Upon observation of the
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event openvalve (executed byM1), the intermediate
diagnoser statez1

d,1= fd,1(x1
d,0,openvalve) is

z1
d,1=




. | . | 1 100 : 1−100

. | . | 1 100 : 1−100

. | . . . | 1 100 : 1−100

.︸︷︷︸ | .︸︷︷︸ | 1 010︸︷︷︸ : 1 0−10︸ ︷︷ ︸




,

x1
s,1 x1

f ,1 z1
l ,1(P1,2) z1

l ,1(P1,3)

(28)

The message labels for the diagnoser statex1
d,1 are

x1
l ,1(P1,2) = En(z1

l ,1(P1,2)) and x1
l ,1(P1,3) = En(z1

l ,1(P1,3))
for D2 and D3, respectively. Thus, the diagnoser state
in the case of fixed-size message labels (compare to one
in 28) is found as

x1
d,1=




. | . | 1 : 1

. | . | 1 : 1

. | . | 1 : 1

.︸︷︷︸ | .︸︷︷︸ | 2︸︷︷︸ : 2︸︷︷︸




.

x1
s,1 x1

f ,1 x1
l ,1(P1,2) x1

l ,1(P1,3)

(29)

The messages sent byD1 are as follows:

Mesg1,2=


 1 | 100 | 1

1︸︷︷︸ | 010︸︷︷︸ | 2︸︷︷︸


,

Mesg1,2.P f x Mesg1,2.S f x(1) Mesg1,2.S f x(2)

Mesg1,3=

(
1 | −100 | 1

1︸︷︷︸ | 0−10︸︷︷︸ | 2︸︷︷︸

)
,

Mesg1,3.P f x Mesg1,3.S f x(1) Mesg1,3.S f x(2)

Upon reception of the message the diagnoser states
of the neighbor modules are updated as defined by
Algorithm 4. Then, the diagnoser states ofD2 and D3

are as follows:

x 2
d,1=




. | . | 2 : 1

. | . | 2 : 1

. | . | 2 : 1

. | . | 1 : 1

. | . | 1 : 1

.︸︷︷︸ | .︸︷︷︸ | 1︸︷︷︸ : 1︸︷︷︸




,

x 2
s,1 x 2

f ,1 x 2
l ,1(P2,1) x 2

l ,1(P2,3)

(30)

x 3
d,1=


 . | . | 1 : 1

.︸︷︷︸ | .︸︷︷︸ | 2︸︷︷︸ : 1︸︷︷︸


.

x1
s,1 x1

f ,1 x1
l ,1(P2,1) x1

l ,1(P3,2)

(31)

Upon observation of the eventstart pump exe-
cuted by D2, the intermediate diagnoser state,z2

d,2 =
fd,2(z2

d,2,start pump), is found as:

z2
d,2=




. | . | 2 0−10 : 1 010

. | . | 1 −100 : 1 100

. | . | 1 −100 : 1 100

.︸︷︷︸ | .︸︷︷︸ | 1 −100︸ ︷︷ ︸ : 1 100︸︷︷︸




,

x 2
s,1 x 2

f ,1 z 2
l ,1(P2,1) z 2

l ,1(P2,3)

(32)

The message labels for the diagnoser statex 2
d,1 are

x 2
l ,1(P1,2) = En(z 2

l ,1(P1,2)) and x 2
l ,1(P1,3) = En(z 2

l ,1(P1,3))
for D2 and D3, respectively. Thus, the diagnoser state
in the case of fixed-size message labels is found as

x 2
d,2=




. | . | 1 : 1

. | . | 2 : 2

. | . | 2 : 2

.︸︷︷︸ | .︸︷︷︸ | 2︸︷︷︸ : 2︸︷︷︸




,

x 2
s,1 x 2

f ,1 x 2
l ,1(P2,1) x 2

l ,1(P2,3)

(33)

The messages sent byD2 are as follows:

Mesg2,1=


 2 | 0−10 | 1

1︸︷︷︸ | −100︸︷︷︸ | 2︸︷︷︸


,

Mesg2,1.P f x Mesg2,1.S f x(1) Mesg2,1.S f x(2)

Mesg2,3=


 1 | 010 | 1

1︸︷︷︸ | 100︸︷︷︸ | 2︸︷︷︸


,

Mesg2,3.P f x Mesg2,3.S f x(1) Mesg2,3.S f x(2)

Upon reception of the message the diagnoser states
of the neighbor modules are updated as defined by
Algorithm 4. Then, the diagnoser states ofD1 and D3

are as follows:

x1
d,2=




. | . | 2 : 1

. | . | 2 : 1

. | . | 2 : 1

.︸︷︷︸ | .︸︷︷︸ | 1︸︷︷︸ : 2︸︷︷︸




.

x1
s,2 x1

f ,2 x1
l ,2(P1,2) x1

l ,2(P1,3)

(34)

x 3
d,2=




. | . | 1 : 1

. | . | 1 : 2

. | . | 2 : 1

.︸︷︷︸ | .︸︷︷︸ | 2︸︷︷︸ : 2︸︷︷︸




.

x1
s,2 x1

f ,2 x1
l ,2(P2,1) x1

l ,2(P3,2)

(35)

X. CONCLUSION

We have presented a new algorithm, DDC-M, for
on-line monitoring and diagnosis of modular systems
modeled as a set of place-bordered Petri nets. DDC-M
exploits the distributed nature of the system to avoid the
combinatorial explosion of the state space, but it requires
communication among modules on the occurrence of
events that affect common places. Many issues remain
to be investigated. Among those we mention: further
improvements of DDC-M to reduce the communication
overhead and deal with communication delays; proper
partitioning of a system into modules in order to enhance
the performance of DDC-M; and performance analysis of
DDC-M on comprehensive examples using our software
tool.
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APPENDIX

PROOFS OFCORRECTNESSRESULTS

Proof: [of Lemma 1] The proof of the lemma is by
construction of DDC-M defined by Algorithms 1 and 2,
and induction on the observed sequence of events.

Base (r = 0): By construction xm
l ,0(i,Pm,n) =

xn
l ,0( j,Pm,n) = [] for all rows i and j of xm

l ,0(Pm,n)
and xn

l ,0(Pm,n), and xm
s,0(im,Pm,n) = xn

s,0(in,Pm,n) for any
row im and in.

Hypothesis (r = R − 1): Suppose that if
xm

l ,R−1(im,Pm,n) = xn
l ,R−1(in,Pm,n) for some rows im

and in, thenxm
s,R−1(im,Pm,n) = xn

s,R−1(in,Pm,n).
Step (r = R): We show that if xm

l ,R(im,Pm,n) =
xn

l ,R(in,Pm,n) for some rowsim andin, thenxm
s,R(im,Pm,n) =

xn
s,R(in,Pm,n).
If σoR is neither inΣo,m nor Σo,n, then by Algorithm 1,

the diagnoser states of the previous iterationr = R−1
stay the same. Thus, the induction step is proved by the
induction hypothesis.

If σoR is either in Σo,m or Σo,n, then without loss of
generality suppose thatσoR∈ Σo,m. Then, by Line 3 of
Algorithm 1 and the definition of the diagnoser state
function in Equation (5) we have

xm
d,R = ∪u∈Sm(xm

d,R−1,σoR)URm(u). (36)

By Equations (6) and (7), for some rowxm
d,R(im) and

u∈ Sm(xm
s,R−1,σoR),

xm
s,R(im) = us+Wm(tuo), (37)

wheretuo is a sequence of unobservable events enabled
from us.

For all fault types k in ∆ f ,m, if uf (k) = 1, then
xm

f ,R(im) = 1. If uf (k) = 0 and if there exists a transition in
the sequence of unobservable eventstuo which is labeled
with an event from the setΣFk,m, then xm

f ,R(im) = 1;
otherwisexm

f ,R(im) = 0.
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For the message label we have

xm
l ,R(im,Pm,n) = ul (Pm,n). (38)

Suppose thatu∈Sm(xm
s,R−1,σoR) is reached from some

row xm
d,R−1( jm) by firing some transitionto labeled with

σoR. Formally, we have

us = xm
s,R−1( jm)+Wm(to), (39)

uf = xm
f ,R−1( jm), (40)

and for allDn ∈SD such thatPm,n 6= /0, if a message is
sent

ul (Pm,n) = [xm
l ,R−1( jm,Pm,n) Wm(to,Pm,n)], (41)

otherwise
ul (Pm,n) = xm

l ,R−1( jm,Pm,n) (42)

as defined by Equation (6) andt ∈ Bm(xm
d,R−1,σoR).

We now consider the two following cases: (1) A
message is sent fromDm to Dn; (2) No message is sent.

Case (1) In this case, Equation (41) holds. For all
Dn ∈ SD , when a message is received fromDm, by
Line 4 of Algorithm 2 if there exists a rowjm such
that Mesgm,n.P f x( jm) = xn

l ,R−1( jn,Pm,n), then by Line 8
of Algorithm 1 Mesgm,n.P f x( jm) = xm

l ,R−1( jm,Pm,n) and
by Equation 41,Mesgm,n.S f x( jm) = Wm(t,Pm,n). Thus,
there exists rowsjn and jm such that

xn
l ,R( jn,Pm,n) = xm

l ,R( jm,Pm,n). (43)

Then, the diagnoser statexn
d,R−1( jn,Pm,n) is updated

to xn
d,R(in,Pm,n) by Lines 5, 6 and 7 of Algorithm 2 as

follows:

xn
s,R(in,Pm,n) = xn

s,R−1( jn,Pm,n)+Wm(t,Pm,n) (44)

and
xn

s,R(in,Pn\Pm,n) = xn
s,R−1( jn,Pn\Pm,n), (45)

xn
l ,R(in,Pm,n) = [xn

l ,R−1( jn,Pm,n) Wm(t,Pm,n)]. (46)

By Equation (43) and induction hypothesis
xm

s,R−1( jm,Pm,n) = xn
s,R−1( jn,Pm,n). Thus, by

Equations (39) and (44),us(Pm,n) = xn
s,R(in,Pm,n). By

condition (iii ), Wm(tuo,Pm,n) =~0 in Equation (37), and
xm

s,R(im,Pm,n) = us(Pm,n) = xn
s,R(in,Pm,n). This completes

the proof forCase (1).
Case (2)In this case, Equation (42) holds, and the

diagnoser state ofDn does not change. Ifxm
l ,R(im,Pm,n) =

xn
l ,R(in,Pm,n) for some rowsim and in, then by Equa-

tion (42),xm
l ,R−1( jm,Pm,n) = xn

l ,R−1( jn,Pm,n) for some rows
jm and jn and by induction hypothesis,xm

s,R( jm,Pm,n) =
xn

s,R( jn,Pm,n). If no message is sent, thenWm(t,Pm,n)
=~0 in Equation (39). Thus,us(Pm,n) = xm

s,R−1( jm,Pm,n) =
xn

s,R−1( jn,Pm,n). By condition (iii ), Wm(tuo,Pm,n) =~0 in

Equation (37). Then,xm
s,R(im,Pm,n) = us(Pm,n). Since the

diagnoser state does not change,xn
s,R−1( jn,Pm,n) is some

row of xn
d,R. This completes the proof ofCase (2)hence

the lemma.
Proof: [of Lemma 2]

Base (r=0). By construction of the initial diagnoser
states{xm

d,0 : m= 1,2, . . . ,M}, Merge(xm
d,0 : Dm∈SD) 6=

/0.
Hypothesis (r=R-1). If the sequence of observ-

able eventsσo1σo2 . . .σoR−1 is feasible in CS , then
Merge(xm

d,R−1 : Dm∈SD) 6= /0.
Step (r=R). If the sequence of observable events

σo1σo2 . . .σoR is feasible inCS , thenMerge(xm
d,R : Dm∈

SD) 6= /0.
Proof of Induction Step: Suppose thatσo1σo2 . . .σoR

is a feasible sequence inCSD
. Then,σo1σo2 . . .σoR−1 is

a feasible sequence. Thus, by the induction hypothesis
(sinceMerge(xm

d,R−1 : Dm ∈SD) 6= /0) xm
l ,R−1( jm,Pm,n) =

xn
l ,R−1( jn,Pm,n) for some jm and jn, and any moduleDm

andDn in SD .
Without loss of generality, we assume thatσoR∈ Σo,m.

SinceσoR is enabled inCSD
, thenσoR is also enabled in

the moduleDm∈SD .
We now differentiate between the two cases: Upon

observation ofσoR, (1) a message is sent fromDm to
some moduleDn ∈ SD such thatPm,n 6= /0, or (2) no
message is sent.

Case (1): By the induction hypothesis, Line4 of
Algorithm 2 holds. Thus,xm

l ,R(im,Pm,n) = xn
l ,R(in,Pm,n) for

someim and in for all Dn ∈SD such thatPm,n 6= /0.
Case (2): If there is no communication, then

xm
l ,R(im,Pm,n) = xm

l ,R−1( jm,Pm,n) for all Dm ∈ SD . Thus,
by induction hypothesisxm

l ,R(im,Pm,n) = xn
l ,R(in,Pm,n) for

someim and in for all Dm,Dn ∈SD such thatPm,n = /0.
By combining Case (1) and (2), and the definition of

merge operation, we formMerge(xm
d,R : Dm∈SD) 6= /0.

Proof: [of Theorem 1] The proof of the theorem is
by construction of DDC-M defined by Algorithms 1 and
2, and induction on the observed sequence of events.

Base (r=0). The proof is by construction ofCS

and assumption(iii ). By constructionx0(Pm) = xm
0 for

any Dm ∈ SD . Suppose we pick someDm. Then, by
assumption(iii ), since the transitions removing tokens
from or putting tokens into the common places are
labeled with unobservable events, for allDn ∈SD such
thatDm is place-borderedUR(x0(Pm,n)) = x0(Pm,n). Thus,
UR(x0(Pm)) = UR(xm

0 ) and no message label is created.
By definition of the diagnoser state transition function
in Equation (5),xd,0 is the listing of the elements in
UR(x0(Pm)). This completes the proof of the base case.
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Hypothesis (r=R-1).“Merge({xm
d,R−1 : Dm ∈ SD}) =

Xd,R−1.”
Step (r=R).“Merge({xm

d,R : Dm∈SD}) = Xd,R.”
Proof of Induction Step: We show set inclusion of both

sides of the equality.
(⊆): By Lemma 2, there exists somey∈Merge({xm

d,R :
Dm∈SD}) such that

ys(Pm) = xm
s,R(im), (47)

yf (∆ f ,m) = xm
f ,R(im) (48)

for eachDm∈SD .
Without loss of generality we assume thatσoR∈ Σo,m.

We differentiate between the two cases: (1) A message is
sent fromDm to Dn such thatPm,n 6= /0; (2) No message
is sent.

Case (1): If there exists a place-bordered netDm

such thatPm,n 6= /0, then there exist some rowjn of the
diagnoser state ofDn such that for some rowjm we
have Mesgm,n.P f x( jm) = xn

l ,R−1( jn,Pm,n), i.e., the con-
dition in Line 4 of Algorithm 2 holds. Since by Line
8 of Algorithm 1 Mesgm,n.P f x( jm) = xm

l ,R−1( jm,Pm,n),
thenxm

l ,R−1( jm,Pm,n) = xn
l ,R−1( jn,Pm,n). Then, by induction

hypothesis there exists some elementxs,R( j) of Xd,R

such that

xs,R−1( j,Pm) = xm
s,R−1( jm), andxs,R−1( j,Pn) = xn

s,R−1( jn),
(49)

xf ,R−1( j,∆ f ,m)= xm
f ,R−1( jm), andxf ,R−1( j,∆ f ,n)= xn

f ,R−1( jn).
(50)

By Equation (49) and Lemma 2, if to ∈
Bm(xm

d,R−1,σoR), i.e., to is enabled from xm
s,R−1( jm),

then it is also enabled fromxs,R−1( jm,Pm). Similarly,
for tuo. On the other hand, if we consider the very same
Equations (36)-(40) for the place-bordered singleton set
Cd,S , theny∈Xd,R.

Case (2): Since no message is sent and received, the
proof of this case is straightforward by the induction
hypothesis.

(⊇): Suppose xd,R(i) ∈ Xd,R. Then, there exists
xd,R−1(i) ∈Xd,R such that the set of Equations (36)-(40)
hold when the place-bordered set is the singleton set
Cd,S .

By induction hypothesis, there existsxn
d,R−1( jn) and

xm
d,R−1( jm) such that Equations (49) and (50) hold. Then,

we findxn
d,R(in) andxm

d,R(im) by Equations (36)-(46) such
that xn

d,R(in) merges withxm
d,R(im). Thus,

xm
s,R(im) = xs,R(i,Pm), (51)

xm
f ,R(im) = xf ,R(i,∆ f ,m). (52)

This completes the proof asxd,R(i) ∈ Merge({xm
d,R :

Md,m∈Md}).

Proof: [of Theorem 2] The proof is similar to
the proof of Theorem 1. We follow the very same
methodology of the proof of Theorem 1. However, in
this proof the message labels and messages have different
structures as described by Algorithms 3 and 4. Thus, by
Line 6 of Algorithm 3 we rewrite Equation 38 in two
steps as follows

xm
l ,R(im,Pm,n) = En(zm

l ,R(im,Pm,n)) = En(ul (Pm,n)). (53)

By Lines 10 and 11 of Algorithm 3,
if Mesgm,n.P f x( jm) = xm

l ,R−1( jm,Pm,n),
then Mesgm,n.S f x( jm,1) = Wm(t,Pm,n) and
Mesgm,n.S f x( jm,2) = xm

l ,R(im,Pm,n). Thus, Equations (44)
and (45) stay the same but by Line 7 of Algorithm 4
Equation (46) becomes

xn
l ,R(in,Pm,n) = xm

l ,R(im,Pm,n). (54)

These are the only changes in the equations of the
proof of Theorem 1 to complete the proof of Theorem .


